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Abstract. The paper introduces a structured approach to transforming healthcare 
towards personalized, preventive, predictive, participative precision (P5) medicine. 
It highlights the promising methodological paradigm changes, accompanied by 
related organizational and technological ones. In the latter context, the deployment 
of artificial intelligence and autonomous systems is crucial beside miniaturization 
and mobility. Beside their opportunities, those advanced technologies also bear risks 
to be managed. Beside the relationships between technology and human actors, the 
behavior of intelligent and autonomous systems from a humanistic and ethical 
perspective is in the center of considerations. The different existing approaches for 
guaranteeing the intended properties are presented and compared for deriving a 
common set of necessary principles to be met for P5 medicine. 
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Introduction 

Health systems around the world are in transformation to respond to the challenges of 
ongoing demographic changes towards aging, multi-diseased societies, the related 
development of human resources, a health and social services consumerism, and medical 
and biomedical progress, altogether bound to exploding costs for health-related R&D as 
well as health services delivery. They aim at improving care quality, patient safety, and 
care process efficiency and efficacy. 

There are multiple ways to describe healthcare transformation towards personalized 
medicine [1, 2]. One was presented by the first author in several papers, e.g. [3, 4, 5], 
describing healthcare transformation as evolutionary process starting with a 
phenomenological approach to general care with one solution fits all (phenomenological 
medicine). This approach is followed by statistically justified, dedicated care, stratifying 
population for specific clinically relevant conditions, establishing benchmarks 

                                                         
1 Corresponding Author. Bernd Blobel, PhD, FAACMI, FACHI, FHL7, FEFMI, FIAHSI, Professor, 

University of Regensburg, Medical Faculty; Regensburg, Germany; Email: bernd.blobel@klinik.uni-
regensburg.de 

pHealth 2019
B. Blobel and M. Giacomini (Eds.)
IOS Press, 2019
© 2019 The authors and IOS Press. All rights reserved.
doi:10.3233/978-1-61499-975-1-3

3



(evidence-based medicine). Both approaches rely on population-based diagnostic models 
based on retrospective data sets. The next level is personalized, preventive, predictive 
and participative precision (P5) medicine considering individual health state, conditions 
and contexts at bedside in relation to the community (systems medicine). This enables 
tailoring care according to the individual characteristics of each patient, classifying 
individuals according to their susceptibility to a particular disease or their response to a 
particular treatment. This way, preventive and therapeutic interventions will be applied 
to those benefitting, thereby sparing expense and side effects for those who do not. 

Alternatively, we can classify this paradigm change as transition from an 
observational through an analytical to a systems medicine approach [5]. By 
understanding the pathology (cause and effects) of a disease, this approach transforms 
medicine from art to multi-disciplinary science, from elementary particles to society. 
This approach is based on the cooperation of many different and sovereign stakeholders 
from multiple domains with their specific methods, knowledge, terminology and 
ontology, which is addressed later on. Involved disciplines include medicine and public 
health, natural sciences, engineering, administration, but also social and legal sciences 
and the entire systems sciences world (systems medicine, systems biology, systems 
pathology, etc.). 

Another approach to healthcare transformation has been provided by Christensen et 
al. [6], describing healthcare transformation as move from intuitive medicine, diagnosing 
conditions by their symptoms with an uncertain treatment efficacy. This paradigm is 
followed by empirical medicine, focusing on pattern recognition with probabilistically 
predicted results, caring the mass but not the specific individual. Precision medicine 
finally understands the causes of diseases with an exact diagnosis. Health conditions are 
treated following predictably effective rule-based therapies. 

In any case, we cannot ignore something specific in medicine compared with many 
other ‘exact’ sciences: Humans are both object and subject in the investigation, somehow 
limiting the objectivity of related studies. The described methodological paradigm 
changes in healthcare transformation is inseparably connected to changes in the 
organizational paradigm, resulting in 6 phases of the P5 medicine evolution presented in 
Table 1.  

Table 1. Evolution of P5 medicine 

Phas
e 

Care Type 
Organization, 

Service 
Provision 

Actors Services Justification Target  

1 Phenomenologi
cal medicine 

Organization-
centered 
Local services 

Regulated 
professionals 

Domain-specific 
general services  

Pattern 
recognition 

Humanity 

2 Evidence-based 
medicine 

Organization-
centered 
Local services 

Regulated 
professionals 

Domain-specific, 
group specific 
services 

Statistical 
justification, 
group-specific 
treatment outcome 

Disease-
specifically 
defined group 

3 Person-
centered 
medicine 

Cross-
organizational 
Local services 

Regulated 
professionals 

Multiple domains’ 
services 

Process mgmt.., 
Best medical prac-
tice guidelines 

Individual 

4 Personalized 
medicine 

Distributed 
Local and remote 
services 

Reg. and non-reg. 
professionals, 
laymen, technical 
systems 

Multiple domains’ 
services 
Telemedicine 

Clinically justified 
individual status 
and context 

Individual in 
personal 
disposition 

5 Systems 
medicine 

Distributed cross-
domain services, 
Smart healthcare 

Reg. and non-reg. 
professionals, 
laymen, technical 
systems 

Cross-domain 
services 
Consumerism, 
Telemedicine 

Scientifically 
justified 
individual status 
and context 

Individual in 
pers., enviro, 
social, etc., 
context 

6 Ubiquitous 
personal health 

Ubiquitous 
services 

Reg. and non-reg. 
professionals, 
laymen, technical 
systems 

Integrated services 
Consumerism, 
Ubiquitous medicine 

Dynamically & 
scientifically 
justified 
individual status 

Individual 
under 
comprehensive 
focus 
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The hero doctor in the paternalistic healthcare model locally deploys knowledge, 
experiences and tools at his disposal in best intentions (organization-centered care). At 
next level, a cooperation towards managed care (disease management programs - DMPs) 
is established between different healthcare providers (process-controlled care). In 
predictive, preventive, participative, personalized precision medicine, the subject of care 
with its dynamically changing conditions and context is directly and actively involved in 
care process, leading to a fully distributed care setting at evolving maturity level, 
involving regulated and non-regulated care providers. 

1. Managing the pHealth Ecosystem 

A system is an ordered composition of interrelated elements. It interacts with its 
environment through one or several of the three categories: Material, energy and 
information. For designing and managing a business system, business domain 
stakeholders have to define the business objectives the system is intended to realize, i.e. 
its structural and operational/functional aspects, also called its underlying concepts. 

An ecosystem - so also the pHealth ecosystem - can be defined as structured system 
and community controlled both by external and internal factors [7] and governed by 
general rules. Domain specifically, the World Health Organization (WHO) described the 
healthcare ecosystem as “combined physical and biological components of an 
environment, forming complex sets of relationships and function as a unit as they interact 
with their physical environment” [8]. According to the aforementioned definition, P5 
health ecosystems consider individual health state, conditions and environmental as well 
as social contexts, but also their representation by clinical data, OMICS data such as 
genomics, proteomics, radiomics [9], occupational, environmental and public health 
information, etc. This way, they stratify the population by risk profiles, deploying 
systems medicine as a scientific, multi-disciplinary approach as well as cognitive care 
for informed decisions. The alignment of clinical care, life sciences and population health, 
but also natural sciences, technology, economy, ecology, etc., completes the three pillars 
‘bench-side’, ‘bed-side’, and ‘community’ of translational medicine [3, 10, 11, 12, 13]. 

As described, e.g., in [14], any cooperation between the business system actors is 
managed by accomplishing the information cycle from gathering corresponding data 
through interpreting those data in a specific context (information) up to performing the 
right action to meeting the business objectives [15] (Figure 1a). According to the Object 
Management Group (OMG) definition [16], potential actors are the system’s principals 
such as persons, organizations, devices, applications, components or single objects. With 
a focus on the decisions to be taken, business process management can also be described 
by the decision-making process cycle [17] (Figure 1b).  

All steps in both the information cycle as well as the decision-making process cycle 
require appropriate capabilities of the actors involved such as knowledge, experiences, 
skills, and specific tools to strengthen the capabilities, when necessary. By improving 
the systems’ intelligence, good practices, advanced knowledge and skills can be shared. 
This allows the integration of actors with different levels of qualification and skills such 
as regulated and non-regulated health professionals, experts from other domains and lay 
people (subject of care and relatives) in the care delivery chain, making best solutions 
broadly available and financially sustainable [5, 18]. 
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Figure 1a. Information cycle (after [16]) 

 
Figure 1b. Decision making process cycle (after 

[17]) 

Table 2 presents the related interoperability and knowledge sharing levels for the 6 
phases of the P5 medicine’s evolution. 

 

Table 2. Interoperability and knowledge sharing levels in the evolution of P5 medicine 

Phase 1  Individual knowledge and skills, acting at predefined, specialized, 
static knowledge space 

Phase 2  Shared knowledge and individual skills, acting in a multi-
disciplinary, rather static knowledge space, requiring cross-domain 
knowledge harmonization � information exchange 

Phase 3 Cross-domain 
cooperation 

Shared knowledge and individual skills, acting in a multi-
disciplinary, rather static knowledge space, requiring cross-domain 
knowledge and partially also skills harmonization � information 
exchange 

Phase 4 Cross-domain, 
cross-organization 
cooperation 

Shared knowledge and skills, acting in a multi-disciplinary, 
partially dynamic knowledge space, requiring cross-domain 
knowledge and skills harmonization � information exchange and 
cooperation including intelligent systems, subject of care 
involvement 

Phase 5 Cross-domain, 
cross-organization 
cooperation 

Shared knowledge and skills, acting in a multi-disciplinary dynamic 
knowledge space, requiring knowledge and skills harmonization � 
information exchange and cooperation including intelligent, 
autonomous systems, subject of care involvement 

Phase 6 Universal ubiquitous 
cooperation 

Shared knowledge and skills, acting in a heterogeneous, fully 
dynamic knowledge space, requiring knowledge and skills 
harmonization � including intelligent, autonomous systems, 
subject of care empowerment as his/her health manager 

2. The Role of Technologies in Healthcare Transformation 

The described transformation of medicine is strongly supported and impacted by 
technological paradigm changes. The massive amount of available data and analytics to 
deal with it form the core of person-centric and personalized care. Distributed systems 
evolve towards container models and micro-services. Mobile, nano-, bio- and molecular 
technologies, artificial intelligence (AI), robotics, bioinformatics, big data and predictive 
(based on current data) as well as prescriptive (includes future outcome) analytics, 
natural language processing (NLP) and understanding (NLU), cloud computing, 
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cognitive computing and social business, but also the Internet of Things (IoT) change the 
way healthcare is practiced on the move towards ubiquitous health. [19]  

The conceptualization of the healthcare ecosystem is represented by the related data, 
meaningfully interpreted as concepts, and their relations. The described, increasingly 
complex, heterogeneous and highly dynamic health ecosystem under its transformation 
towards P5 medicine cannot be predefined and gets increasingly less manageable. 
Therefore, the collection and analytics of information in Big Data environments, the 
management and harmonization of underlying knowledge, pattern recognition processes, 
etc., needed in real time, must be automated. 

 

Table 3. Healthcare analytics adoption model (after Dell) [20] 

Dell Healthcare Analytics Adoption Model 
Level Category Capabilities 
7 Prescriptive Real-time population health management with registries, alerts, reminder cues 

A
na

ly
tic

s 

Visualization software and large storage capacity 
Capability to manipulate/visualize genomic data remotely 
Genomic sequencing capabilities 
High performance computing and cloud solutions 
Concurrent modeling with clinical decision support 

6 Predictive Patient attribution systems 
Risk stratification modeling 
Health risk assessment tools 
Statistical modeling services, early detection modeling (such as sepsis, CAD) 
Readmission management analytics 

5 Performance 
management 

Provider profiling 

Bu
si

ne
ss

 in
te

lli
ge

nc
e 

Care variance management systems 
Gaps in care tools 
Wellness management system 
Preventive care management systems 
Care coordination (integration of inpatient/outpatient data into a unified data center) 
Chronic condition management systems and program development 
Resource utilization 
Design and development of automated enterprise and department level dashboards and 
scorecards 
Quality/compliance/regulatory reporting systems (such as automated Meaningful Use 
Core Measures, HEDIS, PQRS, VBP, ACO reporting tools) 

4 Basic 
reporting 

Clinical, financial and operational reporting/intelligence 
Key performance indicator repository 
Decision support repository design and implementation 
System agnostic report design and build services 
Healthcare analytics subject matter expertise 

3 Data 
foundation 

Disaster recovery, data security, data audit, big data solutions (such as Kitenga, Toad, 
Cloudera, SAP, Apixio) 

D
at

a 
m

an
ag

em
en

t 

Data warehousing /vendor agnostic) 
Data integration implementation (use of interface engines such as Boomi) 

2 Data 
foundation 

Healthcare information exchange 
Normalization 
Data validation services 
Data integrity, data quality, data cleaning, data correction/feedback loops services 
Healthcare data model selection/implementation (such as HL7 RIM, 3M, Oracle) 
Enterprise master person index solutions/services 

1 Data 
foundation 

Rules for data access 
Data/metadata definitions 
Master data management implementation 
Data dictionary 
Semantic interoperability/standardized terminology implementation (ICD-10, 
SNOMED CT. LOINC) 
Data governance 
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This concerns services provided within the organization such as the advancement of 
imaging technologies towards 3D, 4D and 5D methodologies by integration of AI and 
machine learning (ML) for image enhancement [21] or related predictive services [22]. 
Furthermore, adaptive intelligence supports radiologists’ interactions with facilities such 
as automating the quantification of anatomy [23]. 

Enabling decentralized services, nano-biotechnologies such as nano-biosensors 
(biochips, lab-on-a-chip), nano-fluids for diagnosis or molecular self-assembly 
mechanisms, nano-machines and intelligent drug delivery systems for therapy are 
essential tools in personalized medicine, enhanced through artificial intelligence (AI) and 
predictive analytics. For more information regarding methodologies and technologies 
deployed for pHealth see, e.g., [3, 5]. 

2.1. The Impact of Intelligent Facilities 

The aforementioned enhancement of actors’ capabilities in both the information cycle as 
well as the decision-making process cycle address both knowledge and skills, i.e. virtual 
and physical performance in preparing and running the business process. The first deals 
with the application of artificial intelligence from simple algorithms through learning 
and deep learning, while the latter addresses the deployment of gadgets and devices up 
to robots, carebots and autonomous systems [24]. The physical facilities usually include 
algorithmic control and intelligent behavior as well.  

Contrary to other domains, where AI and automation is primarily used for 
rationalization (replacement), AI and automation in healthcare aim at [19, 25, 26, 27] 

a) capability and engagement augmentation for care provider and subject of care 
including education, access to information and services, etc.; 

b) enabling cooperation; 
c) improved staff and patient experience; 
d) process improvement including clinical workflow and scheduling, but also 

business efficiency, productivity and cost containment as well as risk analysis; 
e) facilitating faster and more precise decision at administration, direct and indirect 

caregiver, and patient level including prognosis; 
f) collaborative business intelligence as self-service. 
That way, additional insights from AI and machine learning will enrich rather than 

replace patient-doctor relationships. Deliberating from routine work they have to 
perform today, AI and machine learning will allow physicians, nurses and other care 
providers to engage in nonanalytic, humanistic activities including communication, 
empathy, and social competences such as team building and leadership [28]. So, 
augmentation of human labor is more likely than large-scale automation in healthcare, 
[27]. 

A special example for improving quality and safety of care with personalized 
services is the simulation of an individual’s response to diagnosis and treatment using 
the Personal Discovery Process (PDP) technology, developed by Mount Sinai, thereby 
combining different disciplines such as biology, genetics and medicine/oncology [29, 
[30] 

2.2. Artificial Intelligence in Healthcare 

Artificial intelligence connects disparate data sets to generate new insights, thereby 
mimicking human behavior. There are different phases in the evolution of AI [31]. It 
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starts with narrow AI, focusing on a specific task controlled by a specific algorithm or a 
set of algorithms. At next level, general intelligence addresses complex issues. In 
machine learning, algorithms enable computers to learn from examples without having 
been explicitly programmed. We distinguish between three types of machine learning 
algorithms: supervised ML, where classification and prediction algorithms are training 
by previous examples; b) unsupervised ML, where the machine is programmed to find 
patterns; c) reinforcement ML, where the machine develops a operation/solution strategy 
based on the positive (reward) or negative (punishment) outcome assessment. Both, in 
rule-based AI and machine learning, human expert define rules, algorithms and training 
data set features controlling the intelligent systems. Deep learning (DL) is a subset of 
ML, using deep artificial neuronal networks as model without requiring feature 
engineering. In other words, human experts just feed the neural network with some raw 
data. Analyzing those data, its knowledge, but also collected contextual, environmental 
data and experiences as outcome of cognitive computing, the system derives a prediction 
or decision. Communication with actors and environment must be performed 
interactively and in real-time. 

Another way of classifying AI mirrors human behavior, resulting in three different 
levels of intelligence in AI: 

a) Assisted intelligence. automating simple tasks like pattern recognition based on 
human input and intervention; 

b) Augmented intelligence, proposing solutions by combining existing information 
and applying predetermined solutions; (It deploys machine learning, natural 
language processing, image recognition and neural networks.) 

c) Autonomous intelligence, deploying genetic algorithms and evolutionary 
strategies. 

The characteristics and properties demonstrated for virtual AI, fully applies for 
physical AI as well. 

By getting closer to the patient and his/her context, AI could help physicians to better 
practice, humanizing AI a little [32]. This includes the moral property of being inclusive 
and not biased by sex, race, ethnicity, socioeconomic status, age, ability, and geography 
when collecting data for AI solutions. Flawed or incomplete data sets that are not 
inclusive can automate inequality. In that context, it is important to select the right data 
for appropriate deployment in AI and integrate them properly in the clinical workflow, 
so improving the process, reducing but not increasing the cognitive load for professionals, 
etc. AI shall enhance but not weaken the high procedural and safety standards including 
the rigorous testing and certification regime established in healthcare [33]. In 
consequence, extended and objective evaluation procedures are inevitable [34]. This 
implies an up-to-date definition of medical duty of care and its enforcement in AI 
applications including accountability issues. Especially when not just managing and 
analyzing big data, but intervening in the physicians responsibility by providing clinical 
decision support, specific AI solutions characteristics shall be met. This implies 
unacceptability of black boxes, time efficiency, simplicity and understandability, being 
relevant and scientifically correct, providing currently needed insights, and delivering 
information and knowledge respectfully [35] 

All discussed methodologies and technologies need an appropriate and critical 
political and social environment for successful design and implementation. This requires 
the consideration and integration of contextual tacit knowledge on human values, 
responsibility, empathy, intuition, or care for others, which is human intelligence (HI) 
and cannot be represented and programmed using formal algorithms. Instead, it 
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addresses soft skills, bridging between domains and cultural differences. Only that way, 
mixing up goods and evils and misusing achievements can be overcome [36]. 

3. Interoperability is Key to pHealth Ecosystems 

As pHealth ecosystems are highly complex and highly dynamic, integrating multiple 
disciplines or domains with specific methodologies, terminologies and ontologies 
represented by stakeholders with different maturity levels regarding knowledge, skills 
and capabilities, interoperability between all principals involved is key for meeting the 
different objectives of the use case specific business process. The actors involved in the 
different evolution phases of P5 medicine (Table 1) and the corresponding scenarios 
require different levels of interoperability from simple technical interoperability, data 
and information sharing, ICT concept sharing up to cross-domain interoperability and 
finally context-aware moderated end-user collaboration [37]. Design, implementation 
and maintenance of P5 medicine systems must respond to those needs. 

Describing and analyzing complex systems like the P5 medicine ecosystem require 
formalization and processing of multiple domains’ concepts. Universal type theory is 
one mean to abstractly represent n-dimensional concept spaces [38, 39], but also the 
grammar of formal languages to process them [40]. Based on first work from OMG, the 
first author developed the Generic Component Model in the nineties of last century and 
refined it later on towards the ISO 23903 Interoperability Reference Architecture [41], 
thereby transforming the underlying mathematical basis into a system-theoretical, 
architecture-centric, ontology-based and policy-driven approach. 

The behavior of any system is controlled by a set of rules called systems policies. 
The multiple perspectives of the different communities establishing pHealth ecosystems 
also result in specific principles, rules and regulations, summarized as specific policies 
(Figure 2) [5] to rule the pHealth ecosystem. 

 

 
Figure 2. Paradigm changes in healthcare ecosystems [5] 
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In ISO 21298:2017 Health Informatics – Functional and Structural Roles [42], a set 
of health system related policies has been defined (Figure 3). 

 

 
Figure 3. Policy domain representation in the ISO Interoperability Reference Architecture [41] 

For formulating policies in the framework of the ISO Interoperability Reference 
Architecture, a policy ontology for the policy components’ instantiation must be used as 
standardized in ISO 22600:2014 Privilege Management and Access Control [43]. This 
ontology was originated as Ponder Policy Specification Language [44]. 

4. Ethical Challenges of Artificial Intelligence and Autonomous Systems 

The definition of business objectives as well as the framework for managing the business 
process are bound to a set of principles we used to follow: universal declaration of human 
rights, legislations, moral, scientific and religious approaches to ethics, utilitarianism, 
obligation to the goods, responsibility/accountability, etc. Beyond the focus on privacy 
usually practiced in the context of information and communication technologies (ICT), 
all established societal norms have also to consider consumer, citizen and subject 
protection, intellectual rights, liberty, freedom, and free expression. While legislation 
might vary among jurisdictions, the core interest in fairness remains critical to any 
discussion of basic rights. [45] 

The pHealth ecosystem shall provide transparency, individualization, recognition, 
respect, dignity and choice in all matters related to one’s person, circumstances and 
relationships in health and social care, to the extent that the patient/citizen desires it. 
Clinical decisions are guided by individual patient preferences, needs and values. 

Machine learning and predictive as well as prescriptive analytics become more and 
more clinical practice. Using new technologies for monitoring patients and deriving 
predictions may be accompanied by outcome unintended or not desired by the involved 
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persons (e.g. unheralded voice recording for predicting mental disorders), health 
professional are obliged by their ethical basics to ensure that technology is harnessed for 
societal and individual good, carefully balancing benefits and vulnerabilities [46]. 

Any system must be considered within its context. This also holds for intelligent and 
autonomous technologies. For being able to control the actions of such systems, harvest 
their benefits and minimize related harms, we have to study the A/IS behavior in 
corresponding contexts. As any behavior study, this implies all impacting or impacted 
domains such as technology, social sciences and legal affairs [47]. 

4.1. Privacy-Related Principles Relevant in the Context of Artificial Intelligence and 
Autonomous Systems 

Traditional privacy frameworks focused on the definition of personally identifiable 
information (PII), the principles of data minimization and purpose limitation, and the 
concept of consent, addressed by the EU Data Protection Directive 95/46/EC (DPD) [48], 
do not work in Big Data environments. Instead, the Fair Information Practice Principles 
(FIPP) could be used as a set of levers, which can be modulated to address Big Data by 
relaxing the principles of data minimization and individual control while tightening 
requirements for transparency, individual control, respect for context, security, access, 
accuracy, focused collection, and accountability [49]. The document is structured in five 
sections addressing privacy protection core principles: (1) Notice/Awareness; (2) 
Choice/Consent; (3) Access/Participation; (4) Integrity/Security; and (5) 
Enforcement/Redress. Furthermore, privacy protection principles for underaged are 
presented. 

Another internationally accepted set of fair information principles has been 
established by the Organization for Economic Co-operation and Development (OECD) 
[50], shown in Table 5. 

 

Table 4. OECD Fair Information Practices 

 
 
The EU General Data Protection Regulation (GDPR) [51], properly reflecting the 

organizational, methodological and technological paradigm changes in health systems 
around the globe [52], has meanwhile replaced the DPD. It establishes advanced privacy 
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requirements and principles to be met, of course without providing implementable 
solutions. 

The related recommendations of UK Information Commissioner’s Office on big data 
and analytics can be summarized as follows [53]: 

1. Check whether the deployment of personal information is really necessary;  
2. Provide transparency about processing personal information; 
3. Embed a privacy impact assessment framework; 
4. Adopt a privacy by design approach; 
5. Develop ethical principles and their enforcement; 
6. Implement innovative techniques to develop auditable machine learning 

algorithms. 
Ruling ICT-related process and guaranteeing the needed quality and consistency of 

data is a matter of data governance and data stewardship, i.e., the formal orchestration of 
people, processes, and technology to enable an organization leveraging data as an 
enterprise asset. So, data governance is a critical data management mechanism [54, 55]. 

4.2. Ethical Frameworks for Intelligent and Autonomous Systems 

One of the oldest ethical frameworks in medicine is the Hippocratic Oath. It concerns 
appropriate practices in both dealing with information and performing actions. For more 
information, see [56] in this volume. Basic humanistic principles followed are awareness, 
moral, responsibility and accountability, empathy, the Kantian Imperative (obligation for 
the good) [57], etc., guiding individuals and societies beside legislation and law 
enforcement. 

As the name implies, those principles address the behavior of human beings, and 
many acknowledged scientists claim that moral and ethical attitudes, responsibility, and 
other humanistic properties cannot be programmed and transferred to machines [58]. 
Others envision that AI algorithms may play social roles, when new design requirements 
like transparency and predictability with new kinds of safety assurance and the 
engineering of artificial ethical considerations have been implemented. “AIs with 
sufficiently advanced mental states will have moral status. … AIs with superhuman 
intelligence and superhuman abilities challenge us to provide an algorithm that outputs 
superethical behavior.” [59] 

Nevertheless, with their growing market share, multiple organizations have 
proposed societal and policy guidelines for developing human-centric, responsible 
intelligent and autonomous systems, serving humanity’s values and ethical principles. 
Here IEEE, the World Economic Forum, the Future of Life Institute, the Alan Turing 
Institute, and AI Global must be named. 

4.2.1. OECD AI R&D Guidelines of the Conference Toward AI Network Society 

OECD Principles for AI Research and Development proposed by the Conference Toward 
AI Network Society, April 2015, in Japan: 

1. Transparency: Ensuring the abilities to explain and verify the behaviors of the 
AI network system. 

2. User Assistance: Giving consideration so that the AI network system can assist 
users and appropriately provide users with opportunities to make choices. 

3. Control-ability: Ensuring control-ability of the AI network system by humans. 
4. Security: Ensuring the robustness and dependability of the AI network system. 
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5. Safety: Giving consideration so that the AI network system will not cause danger 
to the lives/bodies of users and third parties. 

6. Privacy: Giving consideration so that the AI network system will not infringe 
the privacy of users and third parties. 

7. Ethics: Respecting human dignity and individuals’ autonomy in conducting 
research and development of AI to be networked. 

8. Accountability: Accomplishing accountability to related stakeholders such as 
users by researchers/developers of AI to be networked. 

The principles resulted in a related guideline prepared by the conference host Japan 
[60]. 

4.2.2. The World Economic Forum Top Ethical Issues in Artificial Intellingence 

The World Economic Forum published the following top nine ethical issues in artificial 
intelligence [61]: 

1. Unemployment. What happens after the end of jobs? 
2. Inequality. How do we distribute the wealth created by machines? 
3. Humanity. How do machines affect our behaviour and interaction? 
4. Artificial stupidity. How can we guard against mistakes?  
5. Racist robots. How do we eliminate AI bias? 
6. Security. How do we keep AI safe from adversaries? 
7. Evil genies. How do we protect against unintended consequences? 
8. Singularity. How do we stay in control of a complex intelligent system? 
9. Robot rights. How do we define the humane treatment of AI? 

4.2.3. IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems 

The IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems (A/IS) is 
particularly active in promoting the ethically-aligned A/IS design concept [62]. Not 
claiming to implant true morality and emotions, and thus accountability into A/IS, IEEE 
proposed the following general principles guiding ethical design, development, and 
implementation of A/IS technologies: 

� Human Rights: Ensure they do not infringe on internationally recognized 
human rights; 

� Well-being: Prioritize metrics of well-being in their design and use; 
� Data Agency: Empower individuals to access, manage and control their data; 
� Effectiveness: Provide evidence of effectiveness and fitness for purpose; 
� Transparency: Ensure they operate in a transparent manner; 
� Accountability: Ensure that A/IS designers and operators are responsible and 

accountable; 
� Awareness of misuse: Minimize the risks of their misuse 
� Competence: A/IS creators must specify and operators must adhere to 

knowledge and skills needed for safe and effective operation. 
The approach is based on scientific and religious approaches to ethics. It investigates 

the areas of impact to the objectives of the project such as a sustainable development, 
personal data rights and agency over digital identity, legal frameworks for accountability, 
policies for education and awareness. Regarding implementation challenges, the 
guideline defines a metric for evaluating the intended well-being benefit, humanistic 
norms’ compliant ways to embed values into A/IS, methods to guide ethical research and 
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design for guaranteeing the outcome is serving humans, and finally affective computing 
addressing the emotional aspect of intelligence. 

4.2.4. The Asimolar AI Principles of the Future of Life Institute 

The Future of Life Institute developed in conjunction with the Beneficial AI 2017 
conference in Asimolar, California, the Asimolar Principles for research and 
development on AI, for Ethics and values to be envisioned, and for longer-term issues as 
follows [63]: 

Research Issues 
1. Research Goal: The goal of AI research should be to create not undirected 

intelligence, but beneficial intelligence. 
2. Research Funding: Investments in AI should be accompanied by funding for 

research on ensuring its beneficial use, including thorny questions in computer 
science, economics, law, ethics, and social studies, such as: 
� How can we make future AI systems highly robust, so that they do what we 

want without malfunctioning or getting hacked? 
� How can we grow our prosperity through automation while maintaining 

people’s resources and purpose? 
� How can we update our legal systems to be more fair and efficient, to keep 

pace with AI, and to manage the risks associated with AI? 
� What set of values should AI be aligned with, and what legal and ethical 

status should it have? 
3. Science-Policy Link: There should be constructive and healthy exchange 

between AI researchers and policy-makers. 
4. Research Culture: A culture of cooperation, trust, and transparency should be 

fostered among researchers and developers of AI. 
5. Race Avoidance: Teams developing AI systems should actively cooperate to 

avoid corner-cutting on safety standards. 
Ethics and Values 
6. Safety: AI systems should be safe and secure throughout their operational 

lifetime, and verifiably so where applicable and feasible. 
7. Failure Transparency: If an AI system causes harm, it should be possible to 

ascertain why. 
8. Judicial Transparency: Any involvement by an autonomous system in judicial 

decision-making should provide a satisfactory explanation auditable by a 
competent human authority. 

9. Responsibility: Designers and builders of advanced AI systems are stakeholders 
in the moral implications of their use, misuse, and actions, with a responsibility 
and opportunity to shape those implications. 

10. Value Alignment: Highly autonomous AI systems should be designed so that 
their goals and behaviors can be assured to align with human values throughout 
their operation. 

11. Human Values: AI systems should be designed and operated so as to be 
compatible with ideals of human dignity, rights, freedoms, and cultural diversity. 

12. Personal Privacy: People should have the right to access, manage and control the 
data they generate, given AI systems’ power to analyze and utilize that data. 

13. Liberty and Privacy: The application of AI to personal data must not 
unreasonably curtail people’s real or perceived liberty. 
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14. Shared Benefit: AI technologies should benefit and empower as many people as 
possible. 

15. Shared Prosperity: The economic prosperity created by AI should be shared 
broadly, to benefit all of humanity. 

16. Human Control: Humans should choose how and whether to delegate decisions 
to AI systems, to accomplish human-chosen objectives. 

17. Non-subversion: The power conferred by control of highly advanced AI systems 
should respect and improve, rather than subvert, the social and civic processes 
on which the health of society depends. 

18. AI Arms Race: An arms race in lethal autonomous weapons should be avoided. 
Longer-term Issues 
19. Capability Caution: There being no consensus, we should avoid strong 

assumptions regarding upper limits on future AI capabilities. 
20. Importance: Advanced AI could represent a profound change in the history of 

life on Earth, and should be planned for and managed with commensurate care 
and resources. 

21. Risks: Risks posed by AI systems, especially catastrophic or existential risks, 
must be subject to planning and mitigation efforts commensurate with their 
expected impact. 

22. Recursive Self-Improvement: AI systems designed to recursively self-improve 
or self-replicate in a manner that could lead to rapidly increasing quality or 
quantity must be subject to strict safety and control measures. 

23. Common Good: Superintelligence should only be developed in the service of 
widely shared ethical ideals, and for the benefit of all humanity rather than one 
state or organization. 

4.2.5. Congress Resolution Supporting the Development of Guidelines for the Ethical 
Development of Artificial Intelligence 

On February 28, 2019, US Congress has introduced a resolution supporting the 
development of guidelines for the ethical development of artificial intelligence (AI) [64]. 

The resolution supports the development of guidelines for the ethical development 
of artificial intelligence (AI), in consultation with diverse stakeholders, and consonant 
with the following aims of: 

� Engagement among industry, government, academia, and civil society. 
� Transparency and explainability of AI systems, processes, and implications. 
� Helping to empower women and underrepresented or marginalized populations. 
� Information privacy and the protection of one’s personal data. 
� Career opportunity to find meaningful work and maintain a livelihood. 
� Accountability and oversight for all automated decision-making. 
� Lifelong learning in STEM, social sciences, and humanities. 
� Access and fairness regarding technological services and benefits. 
� Interdisciplinary research about AI that is safe and beneficial. 
� Safety, security, and control of AI systems now and in the future.   
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4.2.6. BS 8611:2016 Robots and Robotic Devices. Guide to the Ethical Design and 
Application of Robots and Robotic Systems 

Tackling the physical part of intelligent and autonomous systems, the British Standards 
Institute (BSI) published in April 2016 BS 8611:2016 Robots and robotic devices. Guide 
to the ethical design and application of robots and robotic systems [65]. The standard 
defines in the 4 categories societal, application, commercial and financial, and 
environmental 20 different ethical hazards and risks. It provides guidance on mitigating 
the impacts of those risks including recommendations to verify and validate those 
mitigation measures. Finally, the standard addresses societal hazards such as loss of trust, 
deception, infringements of privacy and confidentiality, addiction, and loss of 
employment. 

5. Discussion 

Among others, Niels Bor is named as originator of the statement: “Prognoses are difficult, 
especially when they deal with the future.” Stephen Hawking, one of the initiators of the 
Asilomar AI Principles, warned in 2014: “The development of full artificial intelligence 
could spell the end of the human race.” In an article, published in The Guardian on 
December 1, 2016, he addressed that artificial intelligence and increasing automation is 
going to decimate middle class jobs, worsening inequality and risking significant 
political upheaval. When not overcoming the problem of inequality, the economic and 
ecologic challenges, he concluded: “We now have the technology to destroy the planet 
on which we live, but have not yet developed the ability to escape it.” 

Other scientists see machine learning and AI as intelligence forms that will benefit 
humans and point to the many areas where AI already is benefitting humans, not least in 
the field of healthcare [66]. Eric Schmidt, CEO of Googles Alphabet, contradicts the 
inequality argument: “I understand the economic arguments, but this technology benefits 
everyone on the planet, from the rich to the poor, the educated to uneducated, high IQ to 
low IQ, every conceivable human being. It genuinely makes us all smarter, so this is a 
natural next step.” [67]. 

Anyway, affordable and universal access to communications networks and the 
Internet make intelligent and autonomous technical systems available and benefits 
populations anywhere. Properly developed and deployed, technologies can significantly 
alter institutions and relationships to more human-centric structures, benefitting 
humanitarian and development issues towards increased individual and societal well-
being. However, this is no fast-selling item, but requires a strong engagement of all 
stakeholders of the pHealth ecosystem, performed during the entire lifecycle of the 
system from a thoughtful analysis and the definition of the business system, its 
stakeholders, objectives, processes, design, modelling, implementation, maintenance, 
permanently repeating this cycle. 
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Table 5. Common A/IS principles proposed by different organizations 
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World Economic Forum    x x   x  

 
A crucial challenge is the accountability/responsibility for process, products and 

outcome. Throughout the course of medical history, there is always a debate about 
accountability and liability issues. In the phase of pushing the deployment of decision 
support systems in the USA health professionals have been (at least partially) deliberated 
from any liability when having used such a certified system, but the approached failed 
and has been corrected. Also during the advancement of biomedical technologies despite 
specific legislations such as the European Medical Device Directive, and of course in the 
context of the raise of A/IS solutions, this discussion permanently happens. Diakopoulos 
and Friedler believe that AI accountability can be provided using the five core principles 
responsibility, explainability, accuracy, auditability, and fairness [68]. As those 
principles are components of most of the different programs and projects for succeeding 
an a humanistic, ethical approach to advanced P5 medicine, benefitting from all available 
technologies, this crucial challenge should be manageable. 

6. Conclusion 

The advancement of health and social care in the context of the ongoing organizational, 
methodological and especially technological paradigm changes is a huge chance for the 
human race (not limited to humans, but valid to any creature), not just caring but also 
predicting and preventing many kinds of diseases. However, and this is a lesson learned 
not just from the healthcare sector, it needs a strong engagement of all parties. The 
definition and permanent justification of the objectives and their humanistic orientation, 
the definition and uptake of corresponding accountability by all stakeholders, the 
controllability of the project/product and the processes including appropriate 
interventions are inevitable. Of course, those measurements shall be accompanied by 
best of breed security, privacy and safety, carefully excluding any social, mental or 
physical harm. 

This move to ethical P5 medicine also includes appropriate education and training 
in all domains involved including the subject of care in a wider sense than just as patient. 
Technology does not have awareness, ethics, moral, emotion, empathy, etc. This does 
not exclude the opportunity to describe and to model those humanistic properties for 
analyzing systems behavior, controlling complex, dynamic environments and enabling 
flexible cooperation. Such work is for example running in different projects around the 
IEEE P7000™ standards family, the first author is involved in (WG 7000, WG 7007, 
WG 7012). In that context, different perspectives of experts from different domains are 
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obvious, highlighting the need for an interdisciplinary approach as requested in the US 
Congress Resolution on Supporting the Development of Guidelines for the Ethical 
Development of Artificial Intelligence. However, this does not deliberate us from 
studying in deep and interdisplinary the technology as described in Section 2.2. 
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