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Abstract. Ubiquitous personalized health services including ePathology require 
comprehensive, but trusted interoperability. Contrary to regulated traditional 
health services with pre-defined policies, the solutions enabled by mobile, 
pervasive and autonomous technology have to follow dynamic policies reflecting 
the customers changing health services needs, expectations and wishes as well as 
contextual and environmental conditions. The paper introduces an advanced 
approach to trustworthy architecture-centric, policy-driven pHealth solutions. To 
some details, it also addresses security and privacy ontologies to represent the 
required policies.  
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Introduction 

Communication and cooperation between healthcare establishments and their staff 
members (in the future even including the patients) as the consequence from the 
paradigm shift in health systems presented in Chapter 2.3 is a matter of trust. The 
required trust can be based on the intimacy with the involved persons and conditions of 
actions, the existence and control of clear regulations, rules and instructions, or the 
guarantee through legislation and threat of punishment. Because of the importance of 
security and privacy in general and in the health and social care context in special, in 
the following these issues and the required measures will be addressed in more detail. 
With the increasing use of information and communication technologies (ICT) across 
organizational, regional or even national borders, the vulnerability of organizations and 
their structures and resources, i.e. the entirety of assets, grows, the threat to security 
and privacy increases. 

Security and privacy threats are objective possibilities for passive and active, i.e. 
incidental or intentional, attacks to information and communication systems, which 
impact the subjectively felt or partially objective risk and therefore the trust into a 
system, the communication and cooperation partners as well as information and 
services. The objective risk describes the calculated prognosis of a possible damage or 
loss regarding the probability of occurrence as well as consequences, where the damage 
might be of financial, material, but also of intangible kind (such as loss of reputation or 
trust). As threats cannot be completely eliminated, there is no zero risk. Security and 
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privacy must be organized and implemented in such a way that exceeds the risk defined 
as acceptable.  

In a broader, but internationally accepted sense, the complex of legal, 
organizational, ethical, social, functional, and technical rules and regulations for 
security and privacy is called security and privacy policy [1]. Because it is impossible 
to regulate everything, the International Medical Informatics Association (IMIA) has 
defined Fair Information Principles as well as a Code of Ethics for Health Information 
Professionals [2]. 

For security and privacy, legal/political, organizational and technical aspects can 
be distinguished. The current chapter is limited to the organizational and technical 
aspects. For further considerations, also reflecting legal and political aspects, please 
refer, e.g., to the Handbook for Security and Privacy in Health and Social Care (in 
German) [3]. 

1. Material and Methods 

A less regulated domain like pHealth requires to partially replacing authority based 
privacy solution by new approaches to trust. As there are many inconsistent views on 
information security and privacy in health and social care, some related definitions 
should be introduced at the beginning.  

Security covers concepts, services, mechanisms and data to guarantee integrity, 
availability, authenticity, accountability (including non-repudiation) and confidentiality 
of information as explained in some more details in the next sub-chapter. 

Privacy is a human right for self-determination, respecting legal requirements, 
ethical principles, personal wishes and demands regarding collection, processing, 
communication and use of personal information, thereby preventing harm from 
disclosure of personal information. It has to be mentioned that privacy is generally not 
limited to information, but also includes other dimensions of freedom, which are 
however out of scope of this contribution. 

Trust defines the individual expectations in the context of the collection, 
processing, communication and use of personal information. It allows acceptance of 
risks and balancing privacy needs against benefits. Trust can be based on 

� knowledge and experiences of an entity about actors and processes involved in 
(personal) data management, 

� regulations transparently established for ruling related actors’ behavior and 
processes, 

� legislation and commination binding actors.  
Both privacy and trust are related to the conditions demanded or expected 

regarding collection, processing, communication and use of personal information. 
Privacy policies such as a patient consent statement explicitly express privacy 
requirements, while trust tackles them implicitly. Both privacy and trust relates to the 
information subject. It includes knowledge or assumptions about involved entities.  

1.1. The Layered Security Model 

Distinguishing between communication of sensitive information amongst ICT systems 
on the one hand and storing, processing, and use of that information in applications on 
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the other hand, the following hierarchical schema of concepts, services, mechanisms, 
algorithms and objects can be designed (Figure 1). 
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Figure 1. Layered architecture of security and privacy services 

 
The concepts of communication security are not domain specific and do not need 

related special standards and specifications for health and social care. This holds 
despite of mis-oriented activities by some actors and Technical Committees, re-
inventing established wheels, frequently with weaker quality than the original. Existing 
and emerging domain-crossing standards are sufficient and can be re-used. The 
concepts of application security however highly depend on the specific data objects, 
their multiple social, ethical, and psychological implications to the data subject as well 
as on the underlying policies. The concept of identification and authentication of the 
actors or principals involved such as persons, organizations, devices, applications, 
components, single objects including related services and resources (furthermore 
summarized as actors) is fundamental both for access to systems in the context of 
communication security and thereafter for the possible access to information objects 
and services/functions in the context of application security.  

1.2. Security and Privacy Concepts 

1.2.1. Communication security concepts 

As shown in Figure 1, the following basic services for communication security have to 
be provided: Authentication of claimed identities and authenticity (detection of the 
genuity of objects and transactions); availability (prevention of withholding objects or 
services); confidentiality (prevention of disclosure to unauthorized actors); integrity 
(prevention of undetectable modification); non-repudiation (prevention of denying 
participation in a transaction). While authentication of actors and confidentiality of 
information have been in the traditional focus of security and privacy efforts, 
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availability and integrity gain growing importance beside ID-management in the 
today’s distributed, interoperable world with its increasing dependency on reliable 
information. The first service is basically for directed communication, but also for 
assuring application security, as mentioned already.  

In a distributed eHealth environment, the requirement for identification concerns 
every component (including specimen, images, etc.), every possible state, each event, 
but also every process step, association, etc. In general, identification deals with 
linking/binding an identifier (i.e. an identifying characteristic) to an object. An object is 
identified, if it can be doubtlessly selected from a group of objects. A name, a number 
or a statement can be an identifier, if it meets the concept of 
uniqueness/unambiguousness of the identifier-object-relationship within the ID 
management space. In other words, one identifier can only be linked to one object, but 
one object can have many identifiers depending, e.g., on different roles the object plays. 
A claimed identity must be provable either by a certificate issued by a certification 
authority bound to that identifier (e.g. the seal in a passport or a digital certificate 
bound to a key), by knowledge only the correct holder of an identifier can have (e.g. 
password), by owning an individual token (e.g. a safe key or a smartcard), but also by 
individual properties of the object (e.g. voice, walking, hand writing, typing, or 
biometric parameters such as finger print, iris, face, hand geometry, vascular structures, 
genetic code). ID management requires responsible authorities for uniquely assigning 
identifiers to objects, binding certificates to identifiers, etc., which act in that ID 
management space. This ID management space can be an organization, a country or 
even the global village.  

Also when using object’s properties, the uniqueness of that property instance must 
be guaranteed, before such an authentication mechanism is established. The human 
fingerprint authentication is for example only useable in a certain period of life. Despite 
being rarely reported, also the iris can undergo changes due to the impact of infections 
or other diseases [4]. Furthermore, protection against forgery has to be analyzed and 
evaluated when deciding for the deployment of a certain mechanism. Finally, the use of 
biometric authentication raises additional risks in the case of a compromised identity, 
as this characteristic cannot be changed usually contrary to a new password given. 

There are two variants for identity check: Identification or verification. In the case 
of identification, the actor’s identity is analyzed against all identifying characteristic 
instances in the ID management space usually stored in a database. In the case of 
verification, the identity is checked against a certified sample, e.g. stored in a smartcard. 
The latter variant causes less security and privacy risks than the former one, where, e.g., 
registries or biobanks are established, offering a target of passive or active attacks. 
Therefore, verification should be preferred against identification, if possible. 

Availability, confidentiality, integrity, authenticity, accountability including non-
repudiation can be provided using technical services. Here, cryptographic mechanisms 
are used which tamper-proofed apply a key on an object using provable mathematical 
algorithms. This object can be a digitally signed document, a user certificate signed by 
a corresponding authority, a fingerprint of a document (Hash value) and its signature, 
etc. Notary’s functions are, e.g., time stamps signed by an authority. 

1.2.2. Application security concepts 

Mechanisms and algorithms for assuring availability, accountability including non-
repudiation, confidentiality and integrity of collected, stored, retrieved, processed, 
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archived and perhaps deleted information in the application context correspond to those 
used for communication security services. Those services are not specific for health 
and social care. However, policy-depending, frequently privacy-related services, i.e. 
processes ruled by legislation, professional regulations, ethical principles, but also 
personal expectations, preferences, etc, are special for health due to the special 
character of processes and information with their social, ethical and psychological 
implications. Here, especially authorization and access control, but also audit have to 
be mentioned. Mechanisms, algorithms as well as representation and modeling 
languages (e.g. UML, XML, SAML, XACML, BPML) are again domain-independent 
and usually developed in other domains and re-used in health and social care. This does 
not exclude basic developments within the healthcare domain such as the three part 
standard ISO 22600 “Health informatics – Privilege management and access control” 
[5]. This specification represents an architecture-centric, ontology-driven generic 
policy model, which can also be (partially) found in some of the newest SOA 
specifications. For privilege assignment, qualifications, and positions, the inclusion into 
certain processes as well as relations to the data subject are important, which can be 
summarized as roles. According to ISO 21298 “Health informatics – Structural and 
functional roles”, roles define a set of competences and/or performances connected to a 
task [6]. Roles established between persons and organizations (structural or 
organizational roles) are rather static, defining prerequisites or competences for 
processes and actions. Roles in the context of an action (functional roles) are highly 
dynamic, concerning the performance of that action. Not the ability to, but the 
performance of, an attack and therefore functional roles are usually relevant in the 
context of security and privacy. Instances of privileges are permissions, obligations or 
prohibitions. As mentioned already, applicable rules including those for describing 
contextual, environmental and other impacts are summarized as policies. In advanced 
environments, security and privacy management are separated from the domain of 
discourse [7, 8]. In the context of an application process, the related policies have to be 
collected and coordinated to derive an access control decision to be enforced (for more 
details see the security and privacy services architecture in Section 2.1). 

Traditionally, different access control models can be distinguished according to the 
complexity of the underlying policy. The simplest one is the Mandatory Access Control 
(MAC) model with its military, rank-controlled privilege hierarchy. Another example 
is the Discretionary Access Control (DAC) model, where the privilege owner can 
assign certain privileges to other actors. In the more developed approach of Role-Based 
Access Control (RBAC) model, privileges are bound to roles an actor is assigned to. 
RBAC eases privilege assignment; however it does not prevent administrators from 
case control. Traditional access control models can master the increasing complexity 
and the better reflection of requirements of the modern health paradigms by the move 
from structural to functional roles as well as by growing granularity of the design. This 
will be introduced in Section 2.1.  

1.2.3. Privacy concepts 

Privacy is a highly protected asset because of the social, psychological, but sometimes 
also economical and political implications of a person’s status and processes in health 
and social care. Many processes require the subject of care’s informed and voluntary 
consent, while usually excluding disadvantages to the subject when denying consent. 
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Consent is just another policy, which must be coordinated with the other policies 
applied [5]. 

An important privacy concept is the de-identification of objects, i.e., unlinking 
identifier and object. De-identification does not work in cases where the identifier is an 
inherent (e.g. biometrics), and not a given (e.g. name), property of that object. Despite 
of not being intended as identifier, an object property (disease, profession, etc.) works 
as such if it is unique in an ID management space. By that way, a generic class 
characteristic turns to an individual characteristic.  

There are two mechanisms of de-identification: anonymization and 
pseudonymization. Correct anonymization excludes re-identification under reasonable 
efforts. According to the theory of complex feature spaces however, a guaranteed 
anonymization of complex objects is impossible, as the combination of features can be 
unique and therefore represents an identifying characteristic. In other words, the 
complexity of systems makes them unique, as each patient is different from a 
comprehensive perspective. The move towards comprehensive considerations in the 
context of translational medicine or lifelong Electronic Health Records (EHRs) implies 
substantial privacy risks. Pseudonymization covers the replacement of the directly or 
indirectly referenceable identifier by a not-referenceable one. Only a custodian/trustee 
keeping the reference list is able to re-identify the object if needed. A pseudonym can 
be arbitrarily defined or reproducibly provided using a special (cryptographic) 
algorithm. For more information, see ISO/IEC 25237 “Health informatics – 
Pseudonymization practices for the protection of personal health information and 
health related services” [9]. Figures 2-4 provide examples for performing trusted 
pseudonymization in different use cases (after Pommerening [10]). 
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Figure 2. Pseudonymization for a single secondary use of clinical information [10] 
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Figure 3. Pseudonymization with possible re-identification [10] 
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Figure 4. Pseudonymization for a centralized database [10] 

2. Architectural Approach to Security and Privacy in pHealth Systems 

All aspects of pHealth systems such as the medical, legal, administrative and technical 
ones have to be managed (analyzed, specified, implemented and maintained) in an 
architecture-centric and formalized way as introduced in Chapter 4.3. Tackling the 
security and privacy domain, Figure 5 presents the business concept of information 
security management and its decomposition according to the chosen architectural 
framework of the Generic Component Model (GCM). As discussed in Chapter 4.3 and 
also in this chapter already, in a certain context, the security and privacy domain can be 
separated into the security as well as the privacy sub-domain. The specializations 
presented in Figure 5 are stronger related to security. 
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Figure 5. Architectural approach to the security and privacy domain 
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Thereby, the system’s components, their functions and interrelations – in other 
words, the system’s architectural description – can be instantiated for any object such 
as documents, messages, devices, specimen, images, holograms, etc. For example, 
integrity check for images can be provided by an image signature, using special 
algorithms to characterize color histograms, texture properties, global and local 
attributes. Authentication of origin or ownership can be provided by watermarks, 
frequently used for managing copyrights. Here, visible or invisible information is 
provided to an image in a way that is difficult to remove. Digital watermarks can be 
modified by, e.g., lossy compression of data, cropping an image or video, or 
intentionally adding noise. This paper does not tackle steganography which enables the 
transportation of secret information hidden in an image. 

In the next step, the architectural specification has to be represented appropriately. 
The representation of any domain-specific architectural model is provided through the 
domain-specific ontology. Therefore, the representation of an architecture-centered 
system model including the different aspects of that system requires related ontologies, 
and their inevitable integration is connected to the ontology harmonization challenge. 

As systems’ domains can be specialized into sub-domain, ontologies consist of 
sub-ontologies representing that specialized sub-domain. The specialization and 
inheritance schema reported for architectural models is so also valid for ontologies. A 
very important sub-domain in the security and privacy context is the domain of policies. 
In its general definition, a policy is a complex of legal, organizational, functional, 
medical, social, ethical and technical aspects, which must be considered in the context 
of security and privacy. A security policy defines the framework, rights and duties (in 
common language), or better privileges and obligations (in the domain experts’ 
language), of principals involved, but also consequences and penalties in the case of 
disregarding the fixings taken (limited to persons). Using the GCM according to ISO 
22600 “Health informatics – Privilege management and access control” [5], Figure 6 
presents the architectural composition/decomposition of policies represented by a 
policy ontology. For sharing knowledge as prerequisite for advanced interoperability, 
common interpretation of concept representation is needed. If such commonality is not 
guaranteed, implicit knowledge has to be made explicit by moving to the next level of 
abstraction or expressivity, respectively. The abstraction/expressivity hierarchy of 
ontology representation ranges from natural languages through glossaries and data 
dictionaries, thesauri, structured glossaries, XML DTDs, principled informational 
hierarchies, meta-data and data models such as database schemas, XML schemas, data 
models or formal taxonomies, up to formal ontologies such as frames, formal 
languages, different logics up to general logics [8]. For formally representing policy 
ontology, the meta-language Unified Modeling Language (UML) is used. 
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Figure 6. Policy base class diagram [5] 

The specialisations of the Composite Policy abstract class are interrelated in a 
complex way, which has been indicated in outlines as simple association, while the 
instantiation has to reflect more complex relationships. 

The BasicPolicy types shown in Figure 6 are explained in some more details in 
Table 1, while the interpretation of the ConstraintPolicy types is given in Table 2.  

 
Table 1. BasicPolicy types [11] 

Basic Policy Type Purpose Content 
Authorization policies define permitted actions subject (except in roles), 

target, action 
Obligation policies are event-triggered and define actions to 

be performed by manager agents 
subject (except in roles), 
action, event 

Refrain policies define actions the subjects must refrain 
from performing 

subject (except in roles), 
action 

Delegation policies define what authorizations can be 
delegated to whom 

 

 
Table . CompositePolicy types [11] 

Composite Policy Type Purpose 
Groups define a scope for related policies to which a set of constraints can apply 
Roles define a group of policies (authorization, obligation and refrain policies) 

(for details on roles see section 5.5 plus Annex A) 
Relationships define a group of policies pertaining to the interactions between a set of 

roles 

2
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Another way for policy decomposition has been provided by the OMG’s Security 
Services Specification distinguishing between the following policies [12]: 

� Invocation access policy implementing access control policy for objects; 
� Invocation audit policy controlling event type and criteria for audit; 
� Secure invocation policy specifying security policies associated with security 

associations and message protection. 
Regarding requirements for different object types, 
� invocation delegation policy, 
� application access policy, 
� application audit policy, and 
� non-repudiation policy 
have been defined. 

2.1. Privilege Management and Access Control 

Managing rights and duties or better privileges and obligations of actors regarding the 
different personal information objects of an identified subject of care has traditionally 
been ignored or as much as possible (or even more than possible) simplified, leading to 
privilege or authorization attributes in databases or role-based privilege management 
and access control (RBAC) solutions in open and distributed environments. Here, 
actors have been grouped according to their role in a business process as introduced in 
Section 1.2.2 already. Furthermore, the information objects have been classified 
according to their sensitivity. As a result, the relations between actors as well as 
between them and related objects have been dramatically reduced.  

The move from coarse grained organizational hierarchies in healthcare 
establishments expressed in structural roles to functional ones, thereby assigning the 
privileges to single tasks or transactions, provides a better approach as demonstrated 
with the HL7 RBAC Permission Catalogue (Figure 7) [13].  

 

 
Figure 7. Extract from the HL7 RBAC Permission Catalogue [13] 
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In pHealth including pPathology, any coarse-grained approach does not 
appropriately reflect the process context with its environmental as well as personal 
conditions, and even RBAC based on functional roles meet the specific requirements. 
All the components of the NIST RBAC [14] have to reflect those constraints expressed 
by corresponding policies, as shown in Figure 8. The development culminates in a free 
and dynamic definition of policies according to ISO 22600 towards an ontology-
controlled, policy-driven, intelligent approach to security and privacy management, 
ignoring predefined roles and only reflecting the detailed business process [5, 15]. 
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Figure 8. Policy-driven, role-based access control [5] 

 
A generic reference model for the informational representation of privilege 

management and access control in a business context has recently been standardized in 
the HL7 Composite Security and Privacy Domain Analysis Model (HL7 CSP-DAM) 
[16]. This specification, provided as Draft Standard for Trial Use and thereby offering 
the opportunity to implement, to test and to improve the specification, is the first 
international standard which took up the challenge to combining the very advanced 
definitions of, e.g., ISO 22600, ISO 21298, OASIS SAML 1.1 [17], OASIS OASIS 
XACML 2.0 [18], OASIS AVDL 1.0 [19], etc., to one harmonized and comprehensive 
view, as demonstrated in Figure 9. While the structural information represented by 
classes is more or less comprehensively described, the behavioral aspects of the 
pHealth system represented in the HL7 CSP-DAM by operations and associations have 
been simplified instead of being further qualified. 

A detailed look on that figure demonstrates that at least three domains have been 
reflected: policy domain, clinical domain, administrative domain. The interrelation of 
components according to the GCM is strictly restricted to the prevailing architectural 
level within a domain (component aggregation) and between domains (component 
binding). The component aggregation follows numeric, string or logical operations 
permitted within one knowledge (representation) space. Component binding covers all 
types of ontology harmonization, e.g., matching, mapping, merging, alignment. 
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Figure 9. The HL7 Common Security and Privacy Domain Analysis Model [16] 

 

The offered model provides a combination of the composition/decomposition 
schema of policy base classes, of informational references (to be developed and refined 
in the future), the actor schema (to be developed and refined in the future) as well as 
the actions defined. Here, the reference to Figure 6 is recommended. The standard 
document also provides specifications to migrate to existing HL7 solutions like the 
HL7 RBAC Permission Catalogue [13], the HL7 Composite Privacy Consent Directive 
(CPCD) [20], and many others. 

In pHealth settings, privileges and access control cannot be managed by an 
administrator as usually performed in organization-centered environments. Patient 
empowerment requires the automation of this management process providing service 
interoperability. In the context of an approach to access control services based on 
Service Oriented Architecture (SOA), HL7 developed a Service Functional Model 
(SFM) used as Request for Proposal (RFP) to start a corresponding OMG specification. 
Figure 10 shows the Access Control Services Conceptual Model consisting of identity 
management services, attribute administration services, principal and subject attribute 
services, and policy administration services as well as the services which provide 
information used in the Policy Information Point (PIP) such as environment attribute 
services, resource attribute services, and obligation/promise services [21]. The Policy 
Access Point (PAP) provides access to available security & privacy authorization 
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policies managed by the policy administration service. The Policy Decision Point 
(PDP) uses that policy, moderated by information provided by the PIP. The decision is 
enforced in the Policy Enforcement Point (PEP). 
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Figure 10. Access control services conceptual model [21] 

3. Discussion 

The presented architecture-centric approach to personalized solutions for ubiquitous 
care enables individualized services for caring patients, and even citizens before 
becoming patients, independent of time and location of actors and resources. For that 
purpose, a certain business case is represented as system including the relations to its 
environment, thereby defining the system appropriately ranging from elementary 
particles up to the universe. The GCM as the chosen architecture framework models a 
system regarding its structure and behavior in three dimensions: the different domains a 
system is serving, the architectural composition/decomposition of the system (to be 
provided for each of the considered domains), and the unified development process for 
analyzing, designing, specifying, implementing and deploying the ICT solution to 
facilitate the business process in questions. For appropriately describing the system 
with its domains, application ontology has to be exploited, which defines the business 
concepts including the terminology deployed. This application ontology has been 
derived from domain ontologies and is maintained and used by the domain experts. 
Domain ontologies enable mapping between different application ontologies within 
that domain, while top-level ontologies enable mapping between different domain 
ontologies. The system of ontologies used for the representation of the business system 
has to be managed separately from the system in question. 

The knowledge represented in the system architecture model is contained in the 
concepts, which are represented by the components as well as rules to be applied to 
relations such as constraints for specializations or aggregations within one domain, 
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mapping/binding of components from different domains as well as transformation 
within the development process. It provides the essence for successful collaboration to 
achieve the business objectives. 

Examples for relations between the system components at different granularity 
level are the assignment of privileges, an authorization statement, or other processes. 
Beyond security and privacy, relations could represent rule such as truth statements, 
decision supporting rules, algorithms to evaluate parameters, by that way facilitating, 
e.g., (partially) automated analysis processes in pathology. An example for such 
knowledge-driven data representation and processing is for example given in [22], even 
if the used term ontology might be problematic without the detailed considerations 
performed in this paper. 

4. Conclusion 

Like any system, eHealth/pHealth systems as well as parts thereof such as tele-
pathology/ePathology solutions must be analyzed, designed, specified, implemented, 
deployed and maintained based on a system-theoretical, engineered methodology of an 
architecture-centric approach. The Generic Component Model (GCM) has been proven 
as appropriate framework for formally describing any system in question. Meanwhile, 
the methodology has been validated and adopted for international standards. All 
architectural components defined for a pHealth business case in question are designed 
and implemented dynamically, thereby leading to highly flexible and personalized 
solutions. Aggregations of components within and between different domains are 
restricted to the same level of granularity, presented as neighbored components, if the 
relation can be logically/ontologically proven. Complexity/granularity of the system in 
question, the number of domains included as well as the formalization level for 
knowledge representation should always be limited to the level absolutely needed. An 
overview about security and privacy standards in health and social care can be found, 
e.g., in [23]. 
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