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Summary

HL7®rovidesmodern approachsto secuing healthcare information focused on making relevant patient
information availablghrough standardsvhere and when needed.

“Shar e wit lisafHL7®&oreapttd estenexXistingHL7@&ata Segmentation for Privacy (DS4P)
standardgo provide:

1) Qritical conceptual components supporting goals of th&2le nt ury Cures Act, TEF
interoperability NPRM;

2) Basicfoundations for interoperability improvements capablerefiucingintentional and/or systemic
information blocking as an impediment to accessihikiyd;

3) Practical, tested methods for supporting communityde secure healthcare interoperability and data
liquidity.

At its core Share with Protectiondescribes an mvironment ofcontinuousend-to-end protectionand trust br
informationshared by sendershereafterreceived, retained and used by receiveasdbacked byhealthcare
systems using automatiorCorefeaturesinclude:

1 Senders attach standardmsed scuriy labels toinformationindicating its relative sensitivitipr
sharingwith trusted recipientsand any handling instructions

1 Recipienshonor, retainand e nf o r labek' by mandgsmgadicy-drivenaccess to information
based ormachinecomputablesensitivityrules,“n e e d t pandapplication of least privilege and
segregation of dutiewithin their own workforce and

1 Patient safetyis guaranteedhroughenablingEmergencyAccessutilizingCinical Decision Suppqtand
clinicianbreakglasspriorities.

Share with ProtectionsupportsstandardRole or Attribute-based access control (RBAC/ABAC) serfoces
information classification and user clearanessabestapproach toprotectingano r g a n i healthdare n ' s
mission patient privacyandto optimizecliniciansupport.

! HL®recommended that ONC add the provision of requiring the recipient to hontaineand enforce security labels to

page 19 of TEFCA V2.

2HL7 data segmentation |levels such as “Very Restricted”,
the sensitivity of a data item with an individualads ri gh
Restrit¢ed and Normal information but cannot read up to information labeled Very Restricted.
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Introduction

“ONC’s approach to addressing

interoperability is to help make all clinical

data liquid and accessible.”

- Don Rucker, MD, National Coordinator, ONC

This papedescribeiow” Shar e wi t tould bedevezagetd to aahmieve dramatic improvements in
data accessibilitg onsi st ent sof dath liqdiy@ndaccegsibiityit does this by attachingrivacy
protecting attributes that flow with thedata duringdisclosure, receipt and us8hare with Protections extends
HL7® s Data SegmenDkDSdRby.on f or Privacy (

1) Providingstandardsbasedtechnology supportingnhancedprivacy data sharing

2) Encouragingnformedimplicit vs.explicitconsentto disclose for stated purposes of ulgg defaultin the best
interest of patient

3) Enablingrecipient tomanagedocalprivacyawareworkforceaccesdased on preestablished trust contracts,

which generally specify technical approaches to ensuring that the minimum necessary information is available to

end users on a need to know’ basi s

Goall:Liquid and Accessible Clinical Data

To be liguiddata must flow freely from Originator to RecipieAcordinglyy Shar e wi t h Ptootect.

lessen, removgor otherwiseeliminate technical and policy obstacles that stand in the wfesharing For
example,Share with Protections ssamlines access by makisharing the defaulfi,e.,pat i ent s don
sign anythindut are provided Notices of Privacy Practices to ensure their implied consent is fully informed
Sharingsi n t h e p aealtheaneintérest, dnsureghat their providers have access to a complete record
and supports patient safetyoncernsPatients retaithea b i | i t-Qut b & O pddeside, thus ey
retaining full control.

This does not prohibit approaches requiriexplicit authorization prior tasharing, but rather encourages
approaches that reduce administrative burden and maximize free flow of informatindle still retaining choice

Goal 2Secure Health Informaticemd Protect Patient Privacy
Tosupporap a t i reatidticcacerrsover the sharing of “sensitive”
discrimination the patient needs: 1assurance that security and privacy protections are always attacheuohtb

flow with, the datg and 2)assurance that only recipients withlegitimatepurpose of use antheedt o kno w”

have access tthe informationAc cor di ng !l ¥r, o t"eSctairen swi tshhares dat a
protections bound toand flowing with the data

t

n
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Health Level 7THL7®has madamajor strides towards the possiltyliof achieving true information
interoperability through DS4H.0day, DS4P rests on solid structural foundations defined in V2, V3, CBAsand
Healthcare Interoperability Resources (FRIR@&samg standardsin addition,HL7@as addressed semantic
interoperability through harmonized vocabularies defining how data can be segmented for pbisaey on
sensitivitylevels backed up by international standards.

Share with Protections comghentsDS4P to maximee benefitto clinicians and patientsy:

1 Sharingpatient clinical informationincluding sensitive conditionghile preserving privacgnhancing
attributes attached toand flowing with the data

9 Assumgpatientsthat their information will continue to be protecteldly downstream recipientand
limited to only those with a legitimate need to knpw

9 Assuingongoingcontinuousprotection of sensitivénformationregardless of wheré resides

1 Assuringnformationaccessvhen necessary to meet legitimate need for péént safety purposes (e.g
medical emergencydrugdrug interaction,

T Avoiding unintentional “decl ass.i feveoafterigatient dso wn g r @
consent to disclosure. In other words, preventing healthcare information, already deemed sensitive,
from losing those attributes antthe impliedprotections even when shared outside of HIPAA and more
stringent privacy domairisuch as notiethered PHRsApps, Workers Compensation, employers,
education, and nothealthcare insurers.

1 Avoidingthe administrative burden of managimwtentially millions of patient consents

3 See for exampldﬂL®-Iealthcare Classification System (HCS) and Security Labeling Service (SLS) specifications.

4 See Appendix E HL7 Security Domain Concept and Terms

SVA's experience over more than three decades is that th
patient consent became the single most dominant factor preventing what should beotineal exchange of healthcare

information. Congressional changes to law (Mission Act modifications to 38 USC 7332) eliminated this obstacle by
establishing sharing of sensitive informeatiti on by defaul't
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Asls Health Information Sharing Environment
Figure 1 illustrates theucrent “no-consent no-share policy environmentwhichhastwo undesirable effects.

First unless the patient affirmatively makes the choice to
share the informationit will be blocked by default and
simply notshared possibly just because the patient does
not want to deal withconsideing benefits/consequences
or believes that sharingmpliesopen access ttheir
sensitive informatioh The blocking may be legal, but the
net result ighat information is not sharedo the potential
detri ment o ffetytahdequatitpadf dare nt ’

Second, pesented in this waya patient, likelyalready in
stress, must calculate the benefitsrdt sharing(the
defaultand presumptively besthoice, or drawing upon
their owncourageto overridetheir provider.The likelihood
is that patients simply will choose to ngitare. Still, if
sharing by consent is the goal, theovider is then
burdenedwith a mountain of paperwork.

The consequences afdefault* d o not s mée e
face ofthe current opioidmethamphetaminefentanyl
crisistouchesboth information blocking and potentially
patient safetyas an issue

<

Treating Facility

,/Explis
Qt-()ut/ Blocks sharing.

Recpient
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To share, patient must
provide Consent.

Default opted-out choice
worst option for patient
safety.

Faced with dealing with
addiction, patient may
be unable to rationalize
benefit.

No

Yes
Information provided,
however, limited technical
capability to distinguish
levels of sensitivity.
Label may only indicate
the highest level possible.

Figure 1. Current Environment

6 Unless sufficiently motivated, human nature tends to avoid choices that appear difficult or require explicit action
particularly when the choice is presented as a risk. Today, it is becoming more common to give citizens choices more in
keeping with their betsinterests while still supporting the choice to not participate.
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L y G NP FshaéwighFProtéctions

Share with protections bridges the gap between the generation of information and knowledgeeaatise
sensitivity as established by laand its subsequent receipt and handling so as to preserve and protect it once
released from its initial safekeepinign achieving this goal, there is an ongoing balance between competing

imperatives AccordinglyShare with Protections is intended to provide the technical tools to fill this gap as
described below:

Insight

"The tenuous balance between protection, privacy, security, access, liquidity and availability is
constantly being tested. In the absence ajltoto help manage security and privacy, data
restrictions will continue to cause bottlenecks and gaps in informat®ARTNER

Definitions
Share with Protections An emerging sharing strategy supporting TEFCA that includes security
bound to andnseparable from the data. Recipients agree to persist, ho
and enforce sender’'s security |4
9 Sharing is managed by RecognizeddEdinating Entity (RCE)
policy.
1 Recipients grant permissions and enforce asdedabeled data by
assigning permissions to their employees based on local policy,
1 Patients may optionally sign a consent to share their informatior
with the disclosing organization,
1 Patients may request additional restrictignghich may or may not
be honored,
1 Patients may choose to ot of sharing.
Share with Consent A current sharing strategy that requires explicit patient written consent
prior to disclosure. In addition:
1 The DURSA provides legal agreement as to how participants
manage dataxchange,
1 Patients may request additional restrictions which may or may n
be honored.
Share by Default (Ogbut) A current sharing strategy that shares all information regardless of
sensitivity by default.
1 The DURSA provides legal agreement as to haticjgants
manage data exchange,
9 Patients have the option to Omtut. There is no explicit Oph,
1 Patients may request additional restrictigmghich may or may not
be honored.
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Confidentiality as an Information Attribute
It has been notedhat US healthcare lawsave not addressed certain concerns related to the uncontrolled flow
of healthcare informationfFor example, as early as 1991 the Institute of Medicine stated:

“Legislation should clearly establish that the configidity of persoridentifiable data is an
attribute afforded to the data elements themselves, regardless of who holds the data

Patient Privacy Rights Flow with the Data

In an unpublished article entitledi $Bigbhbatd Bnopr es
delivered at Case Western R-badeineCentetlSympostum sn Secpnd&y h o o |
Uses of Health Care Data, Apr. 5, 2013 and the Heal
of Law, Jung, 2013:

“Of considerable importance to the arguments advanced in this article, HIPAA does not literally
LINPGSOG RIFEGEF® ¢KFG A&z GKS RIGlE adzoeS0iQa LINK G C
HIPAA, like the common law rules that precedestéfaited a liability rather than a property

model.Unlike those common law rules (such as the breach of confidence), HIPAA provides that

GKS fAFOATAGE NUzZ SQa NBYSRE AydzMbbect&SYySTFAG (2 GF

Share with Protections R& I OSa Gt NPGSOG ¢
In 2013, McKinneypublished aeport whichproposed anew notionfor healthcare! s har e wi t'h pr ot e

“Shift the collective mind SG | 62dzi LI GASyd RIFGF G2 WakKlINBZ gAli
With the more widespread redse of information, the government, leading companies, and
research institutions need to consider regulations about its use, as well as privacy protdations.
encourage data sharing and streamline the repetitive nature of granting waivers aneighta
administration, it may be better for data approvals to follow the patient, not the procedure.
Further, data sharing could be made the default, rather than the excepptisnmportant to note,
however, that as data liquidity increases, physicians and ufsturers will be subject to
increased scrutiny, which could result in lawsuits or other adverse consequéfeckaow that

these issues are already generating much concern, since many stakeholders have told us that their
fears about data release outweigtheir hope of using the information to discovered new
opportunities” °

Enablinch b/ Q& ¢ NHzad 9EOKIFYy3aS CNI Y SEentidy Cureg&Ret / 2 Y Y 2
Today HL7®&tandards support anpdated visiorof DS4P whiglwhencombined with* Share with Protections”

suppors ONC’' s T E F CeAturpa@urks NPRM vision of interoperability and sharing (the opposite of
information blocking).

7INSTITUTE OF MEDICINE, HEALTH DATA IN THE INFORMATION AGE: USE, DISCLOSURE, AND PRIVACY (Molla S. Donaldson and |
N. Lohr, Editors; Committee on Regional Health Data Networkgptestf Medicine, 1994) at 191.

8 https://www.ftc.gov/system/files/documents/public_comments/2014/01/000689091.pdf

9 McKinsey & Company, CenterforUSHdal Sy st em Ref orm Business Technol ogy Office,
2013



https://www.ftc.gov/system/files/documents/public_comments/2014/01/00004-89091.pdf

17 February 2020

Share with Protections extends DS4P at the Originatortsitiee Recipient side for entb-end privacy control.
In Sharing with Protectiongnformationsharing policys optimally established as:Sh ar e bhpatiedte f aul t
may OptO u tas'an alternative to currerit Hi d e  b.ypatienenhap @plintAuthorize.

In contrast to current sharing policiessh ar e wi t h dppliesendudngseauritydabelattached tq
and flowing with the informatior?’. Information labelsndicate relative sensitivityand appliedat the Document,
Sectionand Entry levef. The labelshemselves arénformation attributes ¢€lassificationpthat characterie
the level of protectiorusingHL7@&Confidentiality Codesorrespondingtd h e o r iirgornration seauritys
and privacypolicy*’. It then falls on the recipierto retain andhonor theselabelsto providecontinuous
protection for the shared data

The Table summarizes recehe activities, laws and standards activities providing the supporting background
and environment supported by Share with Protections features and capabgitegding the basis for
assumptions and conclusions of this paper.

Drivers and Supporting Specifications

Trust Exchange Framework 215t Century Cures Act Finals Not Yet Released
and Common Agreement NPRM (Header, Section,
(CUI, Header Labeling) Entry Labeling)
18 months to implement HCS, DS4P
DURSA Update Named TEFCA Recognized
. OPP13 (CUI Coordinating Entity (RCE
Sequoia e Participant iﬁHL? grgss }
Project Paradigm IG (sec labeling)
42 CFR Part 2

Consent/AUTHZ needed for
release (considered HL7
Restricted)

38 USC 7332 /Mission Act
No consent/AUTHZ,
Information is Confidential =
HL7 Restricted

Healthcare Classification Data Segmentation for Security Labeling US Regulatory Cross FHIR Data Segmentation
Systems (HCS) Privacy I1G Service (SLS) Paradigm Profile, CUI 32 for Privacy (DS4P)
International standard This IG entails : Specify CFR Part 2002, 42 CFR Implementation Guide
document describing the use interoperable Part 2, and Title 38 FHIR guidance for
of a Healthcare Privacy and A CD_A R2 content Security Labeling Section 7332 Security applying security labels
Security Classification profl_le . . functional Labeling 1Gs with coded tags for use
System (HCS) suitable for SP?C'W'ng _constralnts €0 capabilities that are  Develop computable and in access control systems
automated labeling and n5|st(_ar'|t with the DS4P exposed through interoperable default governing the collection,
segmentation of protected requirements well-defined, security labels in three access, use, and
health care informationby 4 Two US- technology agnostic  related Implementation  disclosure of the target
access control systems to specific transport service interfaces. Guides, which will profile FHIR Resource(s) as
enforce privacy and security profiles for NwHIN the security label syntax  required by applicable
policies. Direct and Exchange of three parent organizational,
constrained based on specifications: HL7 v2.9, jurisdictional, or personal
the DS4P requirements. DS4P CDA IG, and the 'sharing with protection’

FHIR DS4P IG, which is policies.
under development.

Tablel Drivers and Supporting Specifications

0 Whether labels on information are to be applied at the document, section, or entry levels is determined by policy.
11 For example, HIV informationwouldbact si f i ed as “R” (Restricted) for feder
For states that did not have a specific HIV policy, the

8
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Next Generation Health Information Sharing

Figure 2 illusBeatemsvithent o )
i mpl ement sPf B8hacei whsh” * Se”d?r/or'gmatorapp"es
. security labels to
1) The RecipienbhandlesreceivedHL7® Re st r i information.
informationas“ Re s t rvemfwiih their x * Information policy: Share
own policy domainit may bear& Nor ma | ” by default (in best interest
classificationThe intent of this is that the Sender of patient).
classificatioralways‘flows with thedata’ as
established g the originatingclassifier Data is l
provided to the recipient with the expectation that VN
security labelsvill be honored g\ No

// aiie \\
2) Ther e c i présponstbilitsis tensue pre E’ép“tc't N
p -

. Opt-out blocks sharing.
controlledacces®nly by userswith avalid“ n e e « /
\)ut? 4

Patient retains control.
t o k.Amaehfevethis, eachreceiving 4 ---
organizationis responsible fomanaging and "/

. . ; . Yes
granting“clearance8 t o i ndi vi dua l

e Recipient receives security

description assignediuties, and policy labeled information.

In this way, patientsbtain confidence that sensitive * Recipient retains/enforces
information will continue to besecurelyprotectedupon | Recpient 'abe_' (ABAC)' _
disclosurdn the same wagsit was wheroriginally | * Recipient restricts access to
created and that release does not resultiine unintended staff with “Need to Know”

“decl| as s i &xposueto persons whs dodhot Figure 2. To-Be Environment
actually needt. Note thatpatients do not actuallyclassify
data used by their providers as that is a function of policy angnaivwatients ¢hoice

With these elements in place, it is possiblesféectivelyeliminate data blockg andmake data sharing the

defauttOnly i n the case where theowptat i ckanttdetvely aseartesdc st d h e
choice

Accesat the receiving organizatiois continuouslycontrolled by rules and paly enforced by theorganizations
Access Control Systeffihe accessontrol decisionitselfisa simple onedeterminedby compaingthe
“Clearance o f t he e mpGQGlassifieatoohlabéldntihe dath.léa nfatch occursthen access is
allowed, if not, access is denied.
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Share with Protectiond/alk Through
How doesShare with Protectionaork in practice?

Figure 1 illustratedn the context of TEFC&xchangeparticipants operang within the constraints and
requirements of a TEFCA trust environmeiitustprovidesfoundationalassurancehat originatorsprepare
information correctly formatted for exchange and thatcipientshonor their responsibilitiefor receiving,
retaining,andusingprotectedinformation.

With Share with Protections, each originator prepares responses to query/push inputs in accordanae with
mutual trust agreement, ensuringgtient consent (as required). Furthermore, the originator ensunes t
disclosures are properly authiaed auditedandformatted with security labels applied accordingth. 7®
standards.

Eachreceivingorganizationglinic, or hospital,for their part, must determine, basedpon trust agreements and
localpolicy, whichof theire mp | oy e e s h tokmw’ fohaeces$orrexzavddinformation atpotentially
different Confidentialitylevels é.g.,HL7@&ormal, Restrictedor Very Restrictedodeg. Based on job functions
and duties users are provisioned with permissions granting appropréaeesso protected informationt?.
Oncethesedeterminatiorsare made by the organization, usesise grantedaccesgo informationappropriate
to the performance oftheir assigned task3.he decision as to who needs whmrmissiongemainsa local one
consistent withTrust Domaimequirements

Data Segmentation for Privacy

Apply Security Labeling Share with Protections
Originator Trust Contract Recipient
|~ — { * Get Consent®, Data, * Retain Data, : L

| __[ — % * Authorize Disclosure, ’  Persist Labels, m
|_ ] :' |" ‘| * Assign Classifications : ' * Assign Clearances, =
I_L] r I 1 % » Apply Labels** L « Enforce Access (N,R) I I l
| I B 5 Ms ! i

i T [: end | [ | _’.Recewe ® ® ®

[ ] Il:' I.l' I.|'

-
| Classification/Clearance
Enforces HIPAA and speclal protection policles

* Consent may be Optional
**HL7 codes. Conditions warranting special protection [e.g. (If Clearance = Classification allow else deny)
Rlabel), include 38 USC 7332, 42 CFR Part 2, State law Originator retains enduring interest in use and re-disclasure

that convey to Recipient

Figure3 Share with Protections

12 Aside from Confidentiality, ABAC/RBAC permissions should aladérSensitivity, Compartment (if applicable, e.g., Care
Team), and authorized purposes of use (POU) at a minimum.
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Insight

Glide path-Consider segmenting content at the header levek., send sensitive information with security
labels separately from less sensitive informatiather than trying to segment a mix of sensitive and less
sensitive information within the same content packdge.

Table2 Share with Protections Exchange

Share with Protections Exchange

Actors: Trigger Events:
Originator, Recipient RequesiResponse or Push
Description:

Originator sends information marked with security labels indicdtiadevel of confidentiality protection afforded
sensitize information Recipient receives information, persisttoigether withits associated labelg a Share with
Protections Exchange, users are granted ficl eara
assigned job responsibilitiésii n e e dvot)o. kno

Pre-Conditions:

- Orignator and Recipient have establistieglconditionsfor exchange including mutual responsibilities,
prohibitions and allowed exceptions (emublic health reporting, emergency, research, court order, or
procurement organization).

- Conditions for exchange may be stipulated out of band in a DURSA or may be dynamically establis
(e.g.,using a FHIR Trust ContrgctSuch agreementaayincludeor reference a Security and Privacy
Information File, which defines the privacy tag codes used in each security label associated with an
applicable privacy and security policy or law, including honored consent dirediivesontract may
include howthdineed t o knowo, mi ni mum necessary, ca
within organizations so that senders have confidence that security labels will be properly enforced
overly constraining how organizations implement provisioning.

- Recipient retains, accessesandlré scl oses Originatordéds i nfor ma
BThis is accomplished by assigning the security | abel fo
I ev el "iscoavedgraintas opposed to fine grain segmentation. E.g., sending a mental health patient separately from
the same patient’'s substance use -CGDAsmovesthe needfof gganutaat i on i n

segmentation, i.e., only the hear level security label is required specific to governing policies. No need for more than one
label per ADT/I@DA and no need to | abel at the v2 segment or CDA
system likely has the ability to display batets of information in an integrated manner. Separately labeling at the header

level alleviates that recipient from having to parse the labels, apply complex access control rules, and makes persisting and
redisclosing the labels less burdensome. Nobtg FHIR security labels are applied at the discrete Resource level, so header
level segmentation always at the discrete data object level.

11



17 February 2020

Processing
- Originator determines that there is a legal purpose for the information disclosure.
- Originator verifies patient prefererego not prohibisharing.
- OriginatorappliesHL7® security labelger policyand sends information to Recipient
- Recipientreceiveghe labeled data

- Recipient persistsformationattributes (CUI, Confidentialitand SensitivityCodes, and Handling
Instructions)

- Recipientassignsappropriate informationlearances to their staff/lusers based on assigned duties,

responsi bil it i ethenanmilm febessargbadedon tha pupase of use.
- Recipient contraacccess to securidgbeled information based on information classification and user
clearance.

PostConditions:

- Reciieint enforces access by comparing permissions assigned by local policy to security labels. If
permission equals or trumps label, then access is allowed.

Table3 Share with Protections Exchange

Informationclassificationcomrespond toHL7®&tandardsecurity and privacy vocabulary representing the
hierarchy ofpossibleinformation sensitivitiesClassification ifurther supported troughassociatedHL7®
standardtechnicalapproaches including:

1 HL7&5ecurityLabelingServicgSLS)
1 HL7@Healthcare Classification Serv{t#CS)

1 HL7®&/2, VS, CDAF,HII®ImplementationGuides

1 HL7@&S4P Vocabulary
1 HL7&S4P Implementation Guide

Finally an important part of this overall systemR&cipienemployee training and awarenesss usual, abuse of
privilege or intentional misuse and unauthorized disclosure may subject individuals to warnings, loss of
privileges, dismissabr other actions as appropriate.

AnalysifDiscussion

Sharing with protections places additional burden on participants to both implement data taggirtig and
enforce access based on those ta@a.the other handwithout share with protections, there is a greater
burden on “ cust ome restédinforematign.owrtery @ make decisiors aliolit ghariadg of
their information, sometimeswithout full awareness of benefimnd risksand often pesented such that the
choice is not in theipersonalbest interestor that of society asnay be the case witdefaultinformation
blocking without express authorization.

This section presents ammbntraststhesediffering viewpoints with the goal of determining not onlyhat isin
t he best i rcusomed,butasowhat ulttimatelyerisuresoptimum longitudinal protections for the
data itself.

Use Casé: Share with Conserf©ptOut by Default and no labels)

Share with consent is intended to ensure explicit patient cordgv@r thedisclosures of certain of their own
specially proteted information.No additional Originator protections in the form of security labels are provided
or required.

12



Assumptions
Customers are Optedut by default,
Customers must agree to and sign, explicit authorizations/consents for the disclosure oflgpecia
protected information for certain explicit purposes of use (as required by law),

1
1

The actions of the Recipient and possible corresponding patient/Originator responses are included in the table
below:

Originators share specially protected information only with the express written and signed consent of

the Customer (information owner),
Originators properly label discloss as required by law but not necessarily using standbased

vocabulary,

Table3 Without Share with Protections (As OptOut by Déult, No labels)

17 February 2020

Recipient Patient Choice  Purpose of Use
Treatment Public Health| Research Medical
Emergency
Has signed No Choice Blockedby Share by Blockedby Share by
agreement (1 Default Default Default Default
g @) Opt-Out by
Default
Hassigned Authorization . Share by . Share by
agreement (2) Share with Default Share with Default
Opt-Out by Authorization Authorization
Default
Has not signed Authorization Sharewith Share by Block.Not Share by
agreement(1) Authorization | Default Valid Recipient| Default
Has not signed No Choice Block.Not Share by Block.Not Share by
agreement (2) valid recipient. | Default Valid Recipient| Default
Opt-Out by
Default

The Good
1 Simplifies Originator management of specially protected disclosures and legal exposure.

The Bad
Poor liquidity, blocking of information needed for treatment/research by default,
Significant burden in managimgithorizations (required for sharing) or inahjilto share if unable to
obtain authorization (a kind of blocking caused by technology limitations)

)l
)l

Disclosure agreements do not require Recipients to read or enforce applied security labels, accordingly:

0 Recipients use and 1disclose information withimnd external to their organization without
regard to its original sensitivity,

13
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o Information labels and sensitivity information is not provided to or made available to Recipient
information consumers/users.

Without access to standardized security label imation, special protections assumed by law are
effectively lost upon disclosure and the information is now at risk of further shiaspgsurewithout
regard to its original special protections,
In effect, patient consent to share becomes a type ofatgo declassification,
The customer (owner) may erroneously assume special protections continue upon disclosure while in
fact, having signed the authorizatiothe information has lost all vestiges of its original specially
protected status.

Use Cas@: Share with Protection®©ptin with kbels)
Share with protections is intended to optimize sharing in the best interests of the patient and/or sddiety.
requires that protections themselves are enduring, bound to the data.

Assumptions:

1

Originators properly label disclosed information per applicable policyllaing standardé®ased
vocabulary

Recipients enforce the labels and handling instructions provided with the information by the Originator,

Recipients agree bsigningexplicit and bidling agreement to read, persist and enfoicéormation
access based dndividual useneed to knowpolicieswithin their organizatior(e.g.least privilege and
segregation of dutieprincipleg,

Customers argenerallyaware of the purpose of disclosurhat it is specially protectedndthat
protectionsare intrinsicallybound to and flow witlthe data

Customes are Optedn by default
Customers may Ogiut at any time

The costhenefit of Optin by defaultis less than the codienefitof Optout by default.

14



Table4 Share with Protections Truffiable(To-Be,opt-in by default, labeénforcemeny

17 February 2020

Recipient Patient Choice Purpose of Use
Treatment Public Health | Research Medical
Emergency
HonorsLabels (1)] No Choice Share by Default | Share by Share by Share by
Has signed Enforce Labels) | Default Default Default
( g Optin by Default ( )
agreement) (Enforce
Labels)
Honors Labels (2| Restriction Blockwith Share by Blockwith Share by
(Has signed Request/OptOut Restriction Default Restriction Default
agreement) Request/OptOut Request/Opt
Out
Does Not Honor | Authorization Sharewith Share by Block.Not Share by
Labelghas not Authorization Default Valid Recipient| Default
signed
agreement)(1)
Does NoHonor | No Choice Block.Not valid Share by Block.Not Share by
Labelg2) (e.q., recipient. Default Valid Recipient| Default
Has not signed
agreement)
The Good

1 Improved data liquidity,
91 Specially protected informatiowill continue to be properly protected upon disclosuexcess by only

persons with clearance)
1 The burden of managing Consents/Authorizations is eliminated malkitagliquidity, a reality,

1 With privacy enforced by grantirgiearances for specially protected information, greater sharing may

be possible, eliminating need for authorizati@ignificant impact on treatment and research.
9 Data blocking is significantly reduced.

The Bad

1 Security labeling is an additional burdemyrficularly when specially protected and normal status

information is calocated andrequire Security Labeling Service to distinguish (see Appendix C: Case

Study— Department of Veteran Affairs)
1 Consider Glide Path mitigation discussed abmv@age 123gment content at the header leveli.e.,

send sensitive information with security labels separately from less sensitive information rather than
trying to segment a mix of sensitive and less sensitive information within the same content package.
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Conclusion

Taken togetherPS4P and Share wiknotections providanechanisms to apply security and privacy

classificatios to healthcareinformationand ensurghat they flow with the data. Standard classifications allow a
recipient to manage information access based on need to know, assigned duties and responsibilities within an
organization, with protections commensurat®its sensitivity and patient preferenceBor example, access by a
patient’s care team may be broader than that of oth

These features provide the capabilftyr the entire healthcare systemo greatly improve information sharing
andpatrticularlysharing of clinical information by defaiftfata liquidity) Share with Protections encourages
applyingsecurity labels that travel with the data as a means of meeting ONC data liquidity and accessibility
goals. Whearver information ishared,it retains itsoriginalclassificatios whichare enforced by recipients.

DS4P and Share with Protections also suppolitiesthat, by choice or law, require explicit consent (Cjuit)
prior to and disclosurdn this case, the information is sfitoperlylabeled with its sensitivityJltimately,
patient consent to shareaks notinadvertently” d e ¢ | ar®bsdure s’actual sensitivity but is retaingslan
obligationto be honoredand enforcedy the recipient.

What stands oufrom analysigs that Sharing with Proteicins providesenefitsfor Treatment and Research
that did not previously exisCertainly,sharing for treatment is in the best interest of patiemst only because
it ensures the availability of all relevant health information to clinicians in order to guarantee quality pboare
also becausspecially protected information continues to retain its original sensitiuitgt protections
throughout its lifecycleSince the Recipient is finrm control of who getghe permission taaccessnformation, it

is hard to argue that thigwvolves information blocking in any forfRurthermore, Clinical Decision Support
Systems (CDS) properly calibrated to recognize, for exampledduggnteractionscan alert even those without
explicit permissions dhformation that could haveatient safetyimplications In fact, this feature of making
available all relevant patient informatiazannot be viewed as anything other than in the best interests of
patient safety.

Furthermore, the societal benefits of eliminating barriers to research canaeaivierstated Todays emphasis on
precision medicine requireeess tomassive databases and enormous computing poweach efforts promise

to transform the landscape for research and should become no less endowed than information shared for public
healthreporting purposesElimination othe burdensomeopt-in paradigmstifling much neededesearch

projectsis a prerequisiteto developing new technologies benefitting all humanity.
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AppendixA: Share with ProtectioRequirementgTreatment/Research)
SLS= Security Labeling Service

ACS=Access Control Service

EHR=Electronic Health Record

QHIN=Qualified Health Information Network

Originators
1 Originators shall obtain patient Consent Management
consents for disclosure and required Service
by applicable law.
2 Upon verification of Recipients EHR

authorizations and applicable
disclosure policy, Originators shall
prepare disclosures IAW relevant
HL7®&nessaging and labeling
standards.

3 Originators shalhssign anépply Although labeling is required, | SLS
HL7&ecurity labelsndicating until universally adopted,
information classificationpincluding | healthcare information needed
relevanthandling instructions, to all | for direct patent care may still

health information disclosures be received without security

conceptuallyat the header, portion | labels. In this case recipients

and entrylevels. should consider the following
options/alternatives:

1 Notify sender and
request corrected re
transmittal,

1 Contact patient/patient
representative and
obtain written
authorizatbn,

9 Limit access to only
those staff holding
“Restricted

1 Allow access as needec
during emergencies

9 Until/unless information
classification is
confirmed or
authorization is received
and except for declared

17
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emergencies, avoid
further redisclosue.

For CDA, sendeshall applyHL7® SLS
security labels, including any handlir
instructions, to health information
disclosures at th&/rapper/Envelope
and Content Header (Document),
Section and Entry level.

For v2, senders shall apply the ARV,
SegmenHL7&ecurity labels,
including any handling instructions, {
health information disclosures at the
Wrapper, Message Header, and
appliedby reference to Segments an
Fields within the Message.

For FHIR, senders shall apdly7®
security labels, including any handli
instructions, to health information
disclosurest the Bundle or
Composition level as well as on a
Resource.

4 Originaor applied security labels shg SLS
useHL7®tandard terminology

5 Originators who are also federal SLS
agencieshallapply labels for
Controlled Unclassified Information
as required by regulation.

Senders shall honor requests from | Trust ultimately resides inthe | ACS
unambiguously identified recipient | recipient organization and its
organizations. ability to control access to
protected information by any
user (human or system) based
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Senders shall record organizational
name for all requests and optionally
requestors identity, if available.

on internal

“ n

policies. Organizations should:

9 Establish policies
controlled access
healthcare inform

for
to
ation

by users and systems,
1 Enable Audit to record
access attempts by usel

and g/stems,

Healthcare record security labels sh
be automatically updated whenever
changes occur.

The situation occurs, for
example, if information
originally
becomes “Re

14 NO
str

labels are not updated. Option:s

include:

1 Automated EHR i

nterna

updates whenever

record is updated

reflecting diagnosis of a
protected condition (the

label service is

intrinsically bound to
the update process).

1 Manual update to

the

security label by person

making restricted
entry.

data

1 Automatedupdate and

processing by a
“Securit
Service”

y L
tr

update notification. The
service may be internal

or external to the
system (Updates

record

triggered by diagnosis o
presence of protected

codes).
1 Runtime updates

in

response to a quergire

SLS
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possible but not
recommended.
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Recipients
Recipientshallhonor and enforce| Sender trust that Recipient ACS
receivedsecuritylabels properly handles information
may involve formal agreements
Recipients shall enforce the most Provides that information is ACS
restrictive of handled with the most
security labels or local policy. restrictive policy.
Corollary: Recipients shall not
downgrade received information
security labels to a lower local
classification.
Share with Protections (SwP) receiv ACS
This criteriorrequiresa recipient to
retain and persist security labels ang
obligations on protected healthcare
information received at the
document section and entnytevel.
Recipients shafirovision users with | The DS4P standard contains a | ACS
permissions (clearances, roles, etc.) humanreadable text block that
that equal or exceed the content wi || render in
classification IAW local policies. system—informingthe human
healthcare user that they are
Corollary . L
o _ viewing sensitive health
Recipients shalimit access to . . .
. . information,and thusallowing
protectedhealth informationto only .
. : - them to take appropriate
thoseindividualshavingsufficient : L .
: . actionssuch as care in discussil
authority, valid need to know and . ) )
. protection information with
appropriate clearandeole.
others
Recipient Clinical Decision Support CDS

(CDS) systems should support the
capability to alert users (regardless
their assigned permissions) of the
presence opotentially patient
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endangering safety concerns (e.g.
drug-drug interactions).

containing CUI classifications only ir
media properly marked IAW NARA
guidelines.

9 Reci pients shal/l ACS
Gl ass” feature t
override normal access control ruleg
in the event of an individual, local or
nationallydeclared emergency.

10 | Recipients shall provision users with ACS
access permissions (clearances, rol
etc.) that equal or exceed the conter
classification IAW local policies.

11 | Recipients of labeled data are Ensures that redisclosure ACS, Labeled Data (In), EH
obligated to honor and enforce protections are mantained and
received labels and to persist these | not down-graded.
labels and associated handling
instructions upon redisclosure unles
bound by more stringent privacy
laws. In this case, the Recipient may
upgrade the security label privacy
tags.

12 | The recipient shall be able to enforcg ACS
HL7®tandard content handling
instructions such as: "Do not further
redisclose without patient consent".

Recipient users accessing protected Additionally, the [34P standard | ACS
information shall possess clearance§ contains a humaineadable text
that equal or exceed classifications ¢ block that will render in the
the content. reci pi e ntputtisgteey
human healthcare user on notig
that they are viewing sensitive
health information, allowing
them to take appropriate action:
in their system manually.
13 | Recipients shall store information | Ensures local recognition and | All media of any form

consistent handling of CUI per
authoritative national policy.
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14 | Recipients shall not delassify EHR, Labeled Data (In) EHR
information containing security label
except as expressly permitted by the
Originator or as required by more
stringent privacy laws to which the
Recipient must comply.
Unlabeled incoming recoedshall be SLS
labeled prior to accepting into the
reci pient’s syst
Reci pient’s shal|lf the recipie|lSLS
the security label of either the sendg policy for a data item is less
or receiver whichever is more restrictive than that of the
restrictive. sender, then t
applies.
I f the recipie
item is more restrictive than
that of the sender, then the
reci pi ent ’elpolicye
applies.
The receiving system CDS should CDS
support the capability to alert users
(whether they have sufficient
clearances or not) of the presence g
patient safety concerns (e.g. drug
drug interactions).
QHIN
15 | Records received by QHIN may be QHIN, EHR, Labeled Data
stored in QHIN or Participant DB (In)
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AppendixB Case StudyDepartment ofVeteran Affairs

The Department of Veterans Affairs is the largest healthcare provider in the United States with over 9 million
Veterans enrolled in the VA health care program.

Title 38 USC 7332, enacted October 21, 188&blished the policy thatisclesure ofcertainspecially protected
information (Sickle Cell, HIV, Drug and Alcohol abuse) required the signed consent (authorization) of the
Veteran.Since VA did not have the technical means to distinguish patients having protected conditions from
thosethat did not. Accordingly, it was necessary to obtain authorizations from all patients whose information
was shared outside of VHA regardless of whether they were covered by the law br prdctice, this proved
difficult, and in the years since theWdavas enacted, VHA was only able to obtain around 350,000 concurrent
authorizations.

OnJune 6, 2018President Trump signed the Mission Act into |dlwere were additionamportant changes

made inJune 6, 20190ne provision of the Act eliminated theisting 38 USC 7332 requiremeatobtain a
Veteran’'s authori zat i onWithihechamnge, Vieteransnfomnaticmoulyl behared t r e a t
by default but significantly, Veterans retaitithe option to choose not to sharé&urthermore,Congres did not

totally eliminate this lawwhichstillr et ai ns t he provision that covered c
that these conditions are identified as being of greater sensitastistinguished from othes.

HL7®&levelops standardbased Cofidentiality Codes for interoperabilityn general, information protected

under HIPAA alone would be classified usthg@ o nf i dent i al i Similarg infbrenationNo r ma |l " .
identified under 38 USC 7332 would inherit Normal as well as a higherickssif indicative of its special

recognition under 38 USC 733cordingly, withiHL7® s ¢l assi fi cati on system, i
the revised 38 USC 738Bbuldclassifieda8 Rest ri ct ed” .

At this timeg VHA may share 38 USC 7332 protectedlinfmat i on wi t hout requiring a
authorization however,Veterans retain the right to Ogaut. 38 USC 7332 classifies covered information in a

way that segments it from other healthcare informatid¥or interoperability purposes, thdL7®&tandard
Confidentiality Code of “Restricted” applies.
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AppendiD: ¢ KS aStyAy3a 2F a/2yaSyaé

The Health Insurance Portability and Accountability Act of 1996 was put in place to help ensure the
privacy and ease of access of your medical records. A HIPAA authorization form is a document that
allows an appointed person or party to share specific health information with another person or group.

“What are the restrictions on how my information is shared and who it is shared with?

I nformation in a HIPAA authori zat iPotacted ioformationiscludea | | ed A
your name, address, phone number, Social Security Number, as well as the specific health information
described in the document.

Itds I mpoteanhatoHlI PAA uses goes a sThigmednathatyoorf A mi ni m
doctor or healthcare provider can only provide information that is needed to accomplish the intended
purpose.

In other words, HIPAA is a safeguard on how many people can view your personal information. However,
bear in mind that multiple people in a hospital may have access to your information to properly carry out
your medical processes if you are incapacitated.o
https://www.rocketlawyer.com/article/whento-use-a-hippaauthorizationform.rl

ISSUEL Y (2RI &igigrmagodidehtiReBA i | | Lt ! ! | dzi K2NART I GA2
AYTF2NYI GA 2 Y épdtecieduboy discdsare A & A

The answenppears to beahat sensitiveinformationis protectedonly so long as the patient does not provide an
authorizationor opt-in to sharing An authorization allowsformationto be sharedut the originalsensitivityis

not shared with the disclosur&hereisalso noattached informatiorclarifyingwho authorized usersnight be

that get to seethe informationonce ithas been releasedhed f ect i s that <Thasbnf oena
the level of general health information.

ISSUE A patient authorization is not provided withreferred to as amttribute ofdisclosure.

This means that the recipient does not know that this informiaon was f or mer |l y “protect
under no obligation to protectitassudH.and | i ng i nstructions such as “Do
Consent” may provide a hint that i ndnoexpltcdpratectonsanas pr
use and disclosure by the recipieiihe use ande-disclosureof this information is at the discretion of the

recipient who is bound to treat it with no more significance that any other type of healthcare informatiis.

means that tlere is no inherent mechanism to control disclosure of what was originally very sensitive

information within the receiving organization with any degree of assurance.

ISSUE ®riginatorf I O1 & F aadz2N» yOS GKIFG wSOA LI SHAl AdiSte €
information.

The DURSA establishes the responsibilities of the information sender and retkider.the DURSA, the sender
is responsible for determining whether to share and thifeallowed,delivering information to the recipient.
Once deliveredhe originatorrelinquishes control and information protection transfers to the recipient.

Response to ISSUETSiis approach assumes mudie patient authorization does not change the inherent
sensitivity of the information established by lawh at i s, the patient’s agreemen
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not change its fundament al nat uclea ®$i Névesthetess@m's.i t i vi
without some sensitivity indicator, the recipient has kmmowledge of its sensitityi and hence nmbligation to

treat it any different from less sensitive informatioivhile the patient may believe that the recipient will

protect this i nf dislmketisnotsupmoded Bydaw ar she DURBAEHermore, once

addedbo t he recipient’s own EHR, the prohibition again
to even read and act on it in the first pladgemember, once the recipient is in control of the information, the

sender relinquishes theirs.
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Appendix EHL7®&ecurityDomainConcept and Terms

It is often necessary to establish trust between partners in the exchange of protected health information. The
exchange may involve a request from one party to another or a direct push. The paaijdse healthcare
organizations conducting business as well as patients directing exchanges among or requesting information from
healthcare organizations.

This Appendix defines terms and concepts foundational to developing trust between parties irkebhahges.

I't draws wupon internat i omBa7pprisgacyamddecurity standardsgiforHe al t h Le
interoperability. These include standards for messaging, information classification, and terminology, as well as
access control methods and seses.

Definitiong*4

Security Domain. A set of subjects, their information objects, and a common security policy (NIST Special
Publication 80683).

Security Policy Domaing\ security policy domain is a set of objetttsvhich a security policy applies for a set of
security related activities and is administered by a security authority.
(Note that this is often just called a security domain and are here treated
" Domain Attributes as equivalent.) The objects are the domain members. Thieypol
T —— represents the rules and criteria that constrain activities of the objects
e« Within a secur i toyake thmdomain seaurel. (OMG Security Services Specification (OMG
information objects exist at the SEQ)

same level of sensitivity (Note: . .
Y ( Security Authority:A security authority must be identifiable and responsible

Eh|s 1S syno.nymous Wm_] s ) for defining the policie to be applied to the domain, but may delegate that
confidentiality r(éép&ﬁb?lify {0%1 Sufhbet of fkauthorities, forming subdomains where the

found in HL7 HCS.) subordinate authorities’ policies are
 Members of a do#ggahiZzatiomaPsibdivisions or the division of respotisjtior different aspects

have different security attributes, of security. Typically, organizatimalated domains will form the highdevel

such as read, Kite, or execute superstructure, with the separation of different aspects of security forming a
permissions on information lower-level structure. (OMG SEC)

objects. Domain CharacterizationA domain isharacterized by a domain

. Security domai n entifieredomgn name, domain authority, and domain qualifier (ISO/TS
bound by systems or networks of 226002:2006).

systems. Subdomain A domain might consist of sedomains (which will inherit

* A security domajgmiyht 8gedidfife hdicies from the parent domain). The smallest

may reside in multiple systems. scde domain might be an individual workplace or a specific component
within an information system. (ISO 2262

Superdomain Domains can be extended into supg@mains, by
chaining a set of distinct domains and forming a common lasgate
domain for communication and ceoperation. (ISO 22606R)

14 See HL7 Security and Privacy Domain Model Version 1.0, January 18, 2018
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Security Policy: A security policy is the complex of legal, ethical, social, organizational, psychological,
functional, and technical rules for ensuring trustworthiness of health information systems. (ISO 226®)

Multidomain Information Object (Compound Domain)A collection of objects from different security domains
perceived by users as a single information object. In compound security domains, additional policies are
written that apply to the newly created niidomain information objects. The multidomain information security
policy states the privileges that a user must have to view, print, create, delete, or transfer multidomain
information objects between information systems. It cannot be assumed that thepoand domain policies are
simply inherited from the subdomains. [ASTM E2595]

Policy Bridging:The process used to derive (negotiate) the set of common, dosécific security and privacy
policies required for trustworthy coperation between collabotttng domains. (Derived from ISO 22600

Management StructuresA management structure defines the configuration of roles and relationships in
organizational units in terms of the required instances of the rolesekample,it would be used to define a
management structure (type) for creating branches in a bank padeents in a university. Management
structures can include any nested composgitaicy.

Relationships: Relationships specify policies pertaining to the relationship rather than the individual
participating roles.

Role: A role groups the policies spiéying the duties and rights relating to a position within an organization. A

role is thus a particular type of group in which all policies have the same subject domain. A role can contain basic
policies and groups of basic policies but not nested raoldationships or management structure$he role

instantiation declaration may specify an optional path name, which is to be used aslfset domain for the

role. This assumes the subject domain has already been created in the domain hierarchgubfj¢ioe domain is

not specified then a domain with the name of the role instance is implicitly created and used as the subject
domain i.e. the subject for policies within the role.

Sensitivity. The characteristic of an IT resource which implies itsevatimportance and may include its
vulnerability. (1ISO 7492)

Privacy metadata for information perceived as undesirable to shhiile/@ealthcare Classification System)

1 Sensitive information is data that must be protected from unauthorized access and disclosure to
safeguard the privacy or security of an individual or organization.

9 Classification is the act or process by which information is determined to be sensitive-sensitive.

1 The appropriate classification level is determined by the disclosure risks of the information, which
usually are identified by the magnitude, amount or kind of damage that could be caused by disclosure.

Federated Domain Model

Thefederateddomain model describes the componentsnefgotiatedtrust between two or more individual
domains that provide a basis for assuring secure interchangeotécted healthinformation. Exchange occurs
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under thecontrol of sharedsecurity and privacpoliciesnanaged by a common Federation Authorithe
sharedintersection of data, users and policy defiitbe elements of the~ederated Domain.

L) ‘ Federated Domain Rl
(Users, Data, Security and f . (Users Data, Security and
; § (Data, Users, Policy) . .
Privacy Policy) Privacy Policy)
Trust Contract

Policy Bridging

Figure 2, illustrates the result of a system where policy bridgingleaged (negotiged) the set of common,
domainspecific security and privacy policies required for trustworthypperation between collaborating
domains(Federated Domain Composite Polidf)erived from ISO 22660

Domain Authorities agree to which users and what datato make up the shared Federated Domain, and the
rules governing information sharing. A Trust Contract (aka Federation Agreement) provides confidence that the
mutual agreements will be honoreth a federation, each domain retains most of its authowtyile agreeing to

afford the other limited rights.

1 Sensitivity® Singularity. Under domain rules, a domain may only contain sinigie sensitivity,
however, to achieve reakorld conditions, thedll description ofall desiredinteractionsamong
coopemting partnersnvolves chaining together ofiultiple individuafederated subdomains
representing all included sensitivities. The resulting extended domain fofedeeatedmultidomain of
communication and cooperation that is characterized by an agugeth overallcomposite security and
privacy policy.

9 Federation agreementThe federation agreement records:
0 Rights given to both sides, such as the kind of access allowed
o Trust each has in the other
0 An agreement as to how policy differences hendled, for example, the mapping of roles in one
domain to roles in another.

BFor the purposesviofyt hi ef prapetro thBensonfii dential ity classificati oflresorcet he dat a
(clinical fact, data, information object, service, or system capability) according to its level of sensitivityisAdashd on an analysis of applicable privacy policies and the risk of

financial, reputational, or other harm to an individual or entity that could result if made available or disclosed tounauthee d i ndi vi dual s, entities, or
classifications are hierarchical levels imaltilevel policythat permits a user with a clearance classification equal to the classification label assigned to an information resource

to “read down"”, i.e., toob jreecatds ,|1 easnsd ctloa s“swirfiiteed uipn'f,orimaet.i,oncreate information resou
to reclassify an information resource to a |lower | evel of confidentiality.”
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Within the Federated Domain, sharing rules are specific to information sensitivity. Consequently, a complete
description of sharing for all allowed sensitivities is providethkyaggregation of independent domains each at

its own sensitivity level. For example, compound information objects such as a subject of care Medical History
shared between two different organizations (Domains) might include Medications, Diagnosigiga)land
Immunizations. This information object inherits togp-levelclassifications of the most restrictive classifications

of any of the instances of any of its included subordinate information objects.

Real world information objects may include mplé sensitivities which from the s epoint sf view, are

perceived as layers within a compound domain. Each layer represents a unique intersection of users, data and
Federated Domain Sensitivity characterized by a unique domain sensitivity valuein€didgether these

layers define all possibilities within the Compound Domain. The Compound Federated Domain is the resulting
collection of all included subordinate information objects, users and merged policy

DOMAIN DOMAIN
Definition: Privacy metadata indicating that the information is typical, non-
stigmatizing health information, which presents typical risk of harm if disclosed
without authorization.

The figure illustrates a single classification (NORMAL)

basic domain information object. Access policy requires
NORMAL or higher clearance.

Users with this clearance can read but not write-down to
domains classified as MODERATE and LOW and can write but
not read-up to domains classified as RESTRICTED or VERY

RESTRICTED.
Problem Code Problem Name Terminology Confidentiality Category
44054006 Diabetes mellitus type SNOMED CT Normal

2 (disorder)

Normal Domain Example (See HL7 Healthcare Classification Systems (HCS))
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