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Summary  
HL7® provides modern approaches to securing healthcare information focused on making relevant patient 

information available through standards where and when needed.  

“Share with Protections” is an HL7® concept to extend existing HL7® Data Segmentation for Privacy (DS4P) 

standards to provide:  

1) Critical conceptual components supporting goals of the 21st Century Cures Act, TEFCA and ONC’s 

interoperability NPRM;  

2) Basic foundations for interoperability improvements capable of reducing intentional and/or systemic 

information blocking as an impediment to accessibility, and;  

3) Practical, tested methods for supporting community-wide secure healthcare interoperability and data 

liquidity.  

At its core, Share with Protections describes an environment of continuous end-to-end protection and trust for 

information shared by senders, thereafter received, retained and used by receivers, and backed by healthcare 

systems using automation. Core features include: 

• Senders attach standards-based security labels to information indicating its relative sensitivity for 

sharing with trusted recipients and any handling instructions,  

• Recipients honor, retain, and enforce senders’ labels1 by managing policy-driven access to information 

based on machine-computable sensitivity rules, “need to know”, and application of least privilege and 

segregation of duties within their own workforce, and  

• Patient safety is guaranteed through enabling Emergency Access, utilizing Clinical Decision Support, and 

clinician break-glass priorities. 

Share with Protections supports standard Role- or Attribute-based access control (RBAC/ABAC) services for 

information classification and user clearances as a best approach to protecting an organization’s healthcare 

mission, patient privacy and to optimize clinician support2. 

 
1 HL7® recommended that ONC add the provision of requiring the recipient to honor, retain, and enforce security labels to 
page 19 of TEFCA V2. 
2 HL7 data segmentation levels such as “Very Restricted”, “Restricted”, “Normal”, etc. provide the mechanism to associate 
the sensitivity of a data item with an individual’s right of access. For example, an individual with Restricted access can read 
Restricted and Normal information but cannot read up to information labeled Very Restricted. 
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Introduction  
 

 

 

This paper describes how “Share with Protections” could be leveraged to achieve dramatic improvements in 

data accessibility consistent with ONC’s goals of data liquidity, and accessibility. It does this by attaching privacy 

protecting attributes that flow with the data during disclosure, receipt and use. Share with Protections extends 

HL7®’s Data Segmentation for Privacy (DS4P) by: 

1) Providing standards-based technology supporting enhanced privacy data sharing 

2) Encouraging informed implicit vs. explicit consent to disclose for stated purposes of use by default in the best 

interest of patient 

3) Enabling recipients to manage local privacy-aware workforce access based on pre-established trust contracts, 

which generally specify technical approaches to ensuring that the minimum necessary information is available to 

end users on a “need to know” basis.  

Goal1: Liquid and Accessible Clinical Data 
To be liquid, data must flow freely from Originator to Recipient. Accordingly, “Share with Protections” seeks to 

lessen, remove, or otherwise eliminate technical and policy obstacles that stand in the way of sharing. For 

example, Share with Protections streamlines access by making sharing the default (i.e., patients don’t need to 

sign anything but are provided Notices of Privacy Practices to ensure their implied consent is fully informed). 

Sharing is in the patient’s best healthcare interest, ensures that their providers have access to a complete record 

and supports patient safety concerns. Patients retain the ability to “Opt-Out” should they so desire, thus 

retaining full control.  

This does not prohibit approaches requiring explicit authorization prior to sharing, but rather encourages 

approaches that reduce administrative burden and maximize free flow of information while still retaining choice. 

Goal 2: Secure Health Information and Protect Patient Privacy 
To support a patient’s realistic concerns over the sharing of “sensitive” information and the potential for 

discrimination, the patient needs: 1) assurance that security and privacy protections are always attached to, and 

flow with, the data; and 2) assurance that only recipients with a legitimate purpose of use and “need to know” 

have access to the information. Accordingly, “Share with Protections” shares data in a way that provides 

protections bound to, and flowing with, the data. 



17 February 2020 

4 
 

Health Level 7 (HL7®) has made major strides towards the possibility of achieving true information 

interoperability through DS4P. Today, DS4P rests on solid structural foundations defined in V2, V3, CDA and Fast 

Healthcare Interoperability Resources (FHIR®) messaging standards. In addition, HL7® has addressed semantic 

interoperability through harmonized vocabularies defining how data can be segmented for privacy based on 

sensitivity levels, backed up by international standards.3   

Share with Protections complements DS4P to maximize benefit to clinicians and patients by: 

• Sharing patient clinical information, including sensitive conditions, while preserving privacy-enhancing 

attributes attached to, and flowing with, the data, 

• Assuring patients that their information will continue to be protected by downstream recipients and 

limited to only those with a legitimate need to know, 

• Assuring ongoing continuous protection of sensitive information regardless of where it resides, 

• Assuring information access when necessary to meet a legitimate need for patient safety purposes (e.g., 

medical emergency, drug-drug interactions), 

• Avoiding unintentional “declassification/downgrading” of sensitive information even after a patient’s 
consent to disclosure. In other words, preventing healthcare information, already deemed sensitive, 
from losing those attributes and the implied protections, even when shared outside of HIPAA and more 
stringent privacy domains4 such as non-tethered PHRs, Apps, Workers Compensation, employers, 
education, and non-healthcare insurers. 

• Avoiding the administrative burden of managing potentially millions of patient consents.5 

 

  

 

3 See for example, HL7® Healthcare Classification System (HCS) and Security Labeling Service (SLS) specifications. 
4 See Appendix E HL7 Security Domain Concept and Terms 
5 VA’s experience over more than three decades is that the administrative burden of obtaining, managing, and updating 
patient consent became the single most dominant factor preventing what should be the normal exchange of healthcare 
information. Congressional changes to law (Mission Act modifications to 38 USC 7332) eliminated this obstacle by 
establishing sharing of sensitive information by default while retaining patients’ right/option to opt-out. 
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As-Is Health Information Sharing Environment 
Figure 1 illustrates the current “no-consent, no-share” policy environment which has two undesirable effects. 

First, unless the patient affirmatively makes the choice to 

share the information, it will be blocked by default and 

simply not shared, possibly just because the patient does 

not want to deal with considering benefits/consequences 

or believes that sharing implies open access to their 

sensitive information6. The blocking may be legal, but the 

net result is that information is not shared to the potential 

detriment of the patient’s safety and quality of care. 

Second, presented in this way, a patient, likely already in 

stress, must calculate the benefits of not sharing (the 

default and presumptively best choice), or drawing upon 

their own courage to override their provider. The likelihood 

is that patients simply will choose to not share. Still, if 

sharing by consent is the goal, the provider is then 

burdened with a mountain of paperwork.  

The consequences of a default “do not share” choice in the 

face of the current opioid/methamphetamine/fentanyl 

crisis touches both information blocking and potentially 

patient safety as an issue.  

  

 
6 Unless sufficiently motivated, human nature tends to avoid choices that appear difficult or require explicit action 
particularly when the choice is presented as a risk. Today, it is becoming more common to give citizens choices more in 
keeping with their best interests while still supporting the choice to not participate. 
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Introducing “Share with Protections “  
Share with protections bridges the gap between the generation of information and knowledge of its relative 

sensitivity as established by law, and its subsequent receipt and handling so as to preserve and protect it once 

released from its initial safekeeping. In achieving this goal, there is an ongoing balance between competing 

imperatives.  Accordingly, Share with Protections is intended to provide the technical tools to fill this gap as 

described below: 

Insight 

"The tenuous balance between protection, privacy, security, access, liquidity and availability is 

constantly being tested. In the absence of tools to help manage security and privacy, data 

restrictions will continue to cause bottlenecks and gaps in information." GARTNER 

Definitions 
 

Share with Protections An emerging sharing strategy supporting TEFCA that includes security labels 

bound to and inseparable from the data.  Recipients agree to persist, honor 

and enforce sender’s security labels for granular access control. In addition: 

• Sharing is managed by Recognized Co-Ordinating Entity (RCE) 

policy. 

• Recipients grant permissions and enforce access to labeled data by 

assigning permissions to their employees based on local policy, 

• Patients may optionally sign a consent to share their information 

with the disclosing organization, 

• Patients may request additional restrictions, which may or may not 

be honored, 

• Patients may choose to opt-out of sharing. 

Share with Consent A current sharing strategy that requires explicit patient written consent 

prior to disclosure. In addition: 

• The DURSA provides legal agreement as to how participants 

manage data exchange, 

• Patients may request additional restrictions which may or may not 

be honored. 

Share by Default (Opt-Out) A current sharing strategy that shares all information regardless of 

sensitivity by default. 

• The DURSA provides legal agreement as to how participants 

manage data exchange, 

• Patients have the option to Opt-out. There is no explicit Opt-In, 

• Patients may request additional restrictions, which may or may not 

be honored. 
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Confidentiality as an Information Attribute 
It has been noted that US healthcare laws have not addressed certain concerns related to the uncontrolled flow 

of healthcare information. For example, as early as 1991 the Institute of Medicine stated: 

“Legislation should clearly establish that the confidentiality of person-identifiable data is an 

attribute afforded to the data elements themselves, regardless of who holds the data.7 

Patient Privacy Rights Flow with the Data 

In an unpublished article entitled “Big Data Proxies and Health Privacy Exceptionalism” based on presentations 

delivered at Case Western Reserve University School of Law’s Law-Medicine Center Symposium on Secondary 

Uses of Health Care Data, Apr. 5, 2013 and the Health Law Teacher’s Conference at Seton Hall University School 

of Law, Jun. 8, 2013:  

“Of considerable importance to the arguments advanced in this article, HIPAA does not literally 

protect data. That is, the data subject’s privacy rights do not attach to and flow with the data. 

HIPAA, like the common law rules that preceded it,  created a liability rather than a property 

model. Unlike those common law rules (such as the breach of confidence), HIPAA provides that 

the liability rule’s remedy inures benefit to the regulator rather than the data-subject.” 8  

Share with Protections Replaces “Protect” 
In 2013, McKinney published a report which proposed a new notion for healthcare: “share with protections.”  

“Shift the collective mind-set about patient data to ‘share, with protections’ rather than ’protect.’ 

With the more widespread release of information, the government, leading companies, and 

research institutions need to consider regulations about its use, as well as privacy protections. To 

encourage data sharing and streamline the repetitive nature of granting waivers and data-rights 

administration, it may be better for data approvals to follow the patient, not the procedure. 

Further, data sharing could be made the default, rather than the exception. It is important to note, 

however, that as data liquidity increases, physicians and manufacturers will be subject to 

increased scrutiny, which could result in lawsuits or other adverse consequences. We know that 

these issues are already generating much concern, since many stakeholders have told us that their 

fears about data release outweigh their hope of using the information to discovered new 

opportunities.” 9 

Enabling ONC’s Trust Exchange Framework and Common Agreement/21st Century Cures Act  
Today, HL7® standards support an updated vision of DS4P which, when combined with “Share with Protections,” 

supports ONC’s TEFCA and 21st Century Cures NPRM vision of interoperability and sharing (the opposite of 

information blocking).  

 
7 INSTITUTE OF MEDICINE, HEALTH DATA IN THE INFORMATION AGE: USE, DISCLOSURE, AND PRIVACY (Molla S. Donaldson and Kathleen 
N. Lohr, Editors; Committee on Regional Health Data Networks, Institute of Medicine, 1994) at 191. 
8 https://www.ftc.gov/system/files/documents/public_comments/2014/01/00004-89091.pdf 
9 McKinsey & Company, Center for US Health System Reform Business Technology Office, The ‘big data’ revolution in healthcare, Jan. 
2013. 

https://www.ftc.gov/system/files/documents/public_comments/2014/01/00004-89091.pdf
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Share with Protections extends DS4P at the Originator side to the Recipient side for end-to-end privacy control. 

In Sharing with Protections, information sharing policy is optimally established as: “Share by default…patient 

may Opt-Out” as an alternative to current “Hide by default…patient may Opt-In/Authorize. 

In contrast to current sharing policies, “Share with Protections”, applies enduring security labels attached to, 

and flowing with, the information”. Information labels indicate relative sensitivity and applied at the Document, 

Section, and Entry levels10. The labels themselves are information attributes (classifications) that characterize 

the level of protection using HL7® Confidentiality Codes corresponding to the originator’s information security 

and privacy policy11.  It then falls on the recipient to retain and honor these labels to provide continuous 

protection for the shared data.  

The Table summarizes recent the activities, laws and standards activities providing the supporting background 

and environment supported by Share with Protections features and capabilities providing the basis for 

assumptions and conclusions of this paper. 

 

Table 1 Drivers and Supporting Specifications 

  

 
10 Whether labels on information are to be applied at the document, section, or entry levels is determined by policy. 
11 For example, HIV information would be classified as “R” (Restricted) for federal or state policies that identify it as such. 
For states that did not have a specific HIV policy, the information would be classified as “N” (Normal). 
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 Next Generation Health Information Sharing 
Figure 2 illustrates the future “To-Be” environment which 

implements “Share with Protections.”  

1) The Recipient handles received HL7® “Restricted” 

information as “Restricted” even if within their 

own policy domain, it may bear a “Normal” 

classification. The intent of this is that the 

classification always “flows with the data” as 

established by the originating classifier. Data is 

provided to the recipient with the expectation that 

security labels will be honored.  

2) The recipient’s responsibility is to ensure 

controlled access only by users with a valid “need 

to know”. To achieve this, each receiving 

organization is responsible for managing and 

granting “clearances” to individuals based on job 

description, assigned duties, and policy.  

In this way, patients obtain confidence that sensitive 

information will continue to be securely protected upon 

disclosure in the same way as it was when originally 

created, and that release does not result in the unintended 

“declassification” and exposure to persons who do not 

actually need it. Note that patients do not actually classify 

data used by their providers as that is a function of policy and law; not patients’ choice. 

With these elements in place, it is possible to effectively eliminate data blocking and make data sharing the 

default. Only in the case where the patient exercises their right to “Opt-out” do they need to actively assert 

choice. 

Access at the receiving organization is continuously controlled by rules and policy enforced by the organization’s 

Access Control System. The access control decision itself is a simple one, determined by comparing the 

“Clearance” of the employee with the “Classification” label on the data. If a match occurs, then access is 

allowed, if not, access is denied.  
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Share with Protections Walk-Through 
How does Share with Protections work in practice?  

Figure 1 illustrates, In the context of TEFCA, exchange participants operating within the constraints and 

requirements of a TEFCA trust environment.  Trust provides foundational assurance that originators prepare 

information correctly formatted for exchange and that recipients honor their responsibilities for receiving, 

retaining, and using protected information. 

With Share with Protections, each originator prepares responses to query/push inputs in accordance with a 

mutual trust agreement, ensuring patient consent (as required).  Furthermore, the originator ensures that 

disclosures are properly authorized, audited and formatted with security labels applied according to HL7® 

standards. 

Each receiving organization, clinic, or hospital, for their part, must determine, based upon trust agreements and 

local policy, which of their employees have the “need to know” for access to received information at potentially 

different Confidentiality levels (e.g., HL7® Normal, Restricted, or Very Restricted codes).  Based on job functions 

and duties, users are provisioned with permissions granting appropriate access to protected information.12. 

Once these determinations are made by the organization, users are granted access to information appropriate 

to the performance of their assigned tasks. The decision as to who needs what permissions remains a local one, 

consistent with Trust Domain requirements. 

 

Figure 3  Share with Protections 

 

 
12 Aside from Confidentiality, ABAC/RBAC permissions should also include Sensitivity, Compartment (if applicable, e.g., Care 
Team), and authorized purposes of use (POU) at a minimum. 
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Insight 

Glide path – Consider segmenting content at the header level – i.e., send sensitive information with security 

labels separately from less sensitive information rather than trying to segment a mix of sensitive and less 

sensitive information within the same content package.13   

 

Table 2 Share with Protections Exchange 

Share with Protections Exchange 

Actors:  

Originator, Recipient 

Trigger Events: 

Request-Response or Push 

Description: 

Originator sends information marked with security labels indicating the level of confidentiality protection afforded 

sensitive information. Recipient receives information, persists it together with its associated labels. In a Share with 

Protections Exchange, users are granted “clearances” to “classified” information based on its sensitivity and their 

assigned job responsibilities (“need to know”).  

Pre-Conditions: 

- Orignator and Recipient have established the conditions for exchange including mutual responsibilities, 

prohibitions and allowed exceptions (e.g., public health reporting, emergency, research, court order, organ 

procurement organization). 

- Conditions for exchange may be stipulated out of band in a DURSA or may be dynamically established 

(e.g., using a FHIR Trust Contract). Such agreements may include or reference a Security and Privacy 
Information File, which defines the privacy tag codes used in each security label associated with an 

applicable privacy and security policy or law, including honored consent directives. The contract may 

include how the “need to know”, minimum necessary, care teams, and use of CDS should be implemented 

within organizations so that senders have confidence that security labels will be properly enforced without 

overly constraining how organizations implement provisioning. 

- Recipient retains, accesses and re-discloses Originator’s information as permitted by agreement. 

 

 

 
13 This is accomplished by assigning the security label for the type of sensitive information at the “header level” vs “portion 
level”, which is coarse grain as opposed to fine grain segmentation. E.g., sending a mental health patient separately from 
the same patient’s substance use disorder information in different HL7 ADT or C-CDA removes the need for granular 
segmentation, i.e., only the header level security label is required specific to governing policies.  No need for more than one 
label per ADT/C-CDA and no need to label at the v2 segment or CDA section or entry levels. An authorized end user’s 
system likely has the ability to display both sets of information in an integrated manner.  Separately labeling at the header 
level alleviates that recipient from having to parse the labels, apply complex access control rules, and makes persisting and 
redisclosing the labels less burdensome.  Note that FHIR security labels are applied at the discrete Resource level, so header 
level segmentation always at the discrete data object level. 
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Processing 

- Originator determines that there is a legal purpose for the information disclosure. 

- Originator verifies patient preferences do not prohibit sharing.  

- Originator applies HL7® security labels per policy and sends information to Recipient. 

- Recipient receives the labeled data. 

- Recipient persists information attributes (CUI, Confidentiality and Sensitivity Codes, and Handling 

Instructions).  

- Recipient assigns appropriate information clearances to their staff/users based on assigned duties, 

responsibilities and “Need to Know” the minimum necessary based on the purpose of use. 

- Recipient controls acccess to security-labeled information based on information classification and user 

clearance. 

Post-Conditions: 

- Reciieint enforces access by comparing permissions assigned by local policy to security labels.  If 

permission equals or trumps label, then access is allowed. 

Table 3  Share with Protections Exchange 

Information classifications correspond to HL7® standard security and privacy vocabulary representing the 

hierarchy of possible information sensitivities. Classification is further supported through associated HL7® 

standard technical approaches including: 

• HL7® Security Labeling Service (SLS) 

• HL7® Healthcare Classification Service (HCS)  

• HL7® V2, V3, CDA, FHIR® Implementation Guides 

• HL7® DS4P Vocabulary 

• HL7® DS4P Implementation Guide 

Finally, an important part of this overall system is Recipient employee training and awareness. As usual, abuse of 

privilege or intentional misuse and unauthorized disclosure may subject individuals to warnings, loss of 

privileges, dismissal, or other actions as appropriate. 

Analysis/Discussion 
Sharing with protections places additional burden on participants to both implement data tagging and to 

enforce access based on those tags. On the other hand, without share with protections, there is a greater 

burden on “customers” (e.g. those directly affected/information owners) to make decisions about sharing of 

their information, sometimes without full awareness of benefits and risks, and often presented such that the 

choice is not in their personal best interest or that of society as may be the case with default information 

blocking without express authorization. 

This section presents and contrasts these differing viewpoints with the goal of determining not only what is in 

the best interests of the “customer”, but also what ultimately ensures optimum longitudinal protections for the 

data itself.  

Use Case 1: Share with Consent (Opt-Out by Default and no labels) 
Share with consent is intended to ensure explicit patient control over the disclosures of certain of their own 

specially protected information. No additional Originator protections in the form of security labels are provided 

or required.  
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Assumptions 

• Customers are Opted-out by default, 

• Customers must agree to and sign, explicit authorizations/consents for the disclosure of specially 

protected information for certain explicit purposes of use (as required by law), 

• Originators share specially protected information only with the express written and signed consent of 

the Customer (information owner), 

• Originators properly label disclosures as required by law but not necessarily using standards-based 

vocabulary, 

The actions of the Recipient and possible corresponding patient/Originator responses are included in the table 

below:  

Table 3 Without Share with Protections (As-Is, Opt-Out by Default, No labels) 

Recipient Patient Choice  Purpose of Use 

  Treatment Public Health Research Medical 

Emergency 

Has signed 

agreement (1) 

No Choice 

Opt-Out by 

Default 

Blocked by 

Default  

Share by 

Default 

Blocked by 

Default 

 

Share by 

Default 

Has signed 

agreement (2) 

 

Authorization 

Opt-Out by 

Default 

 Share by 

Default 

 Share by 

Default 

Has not signed 

agreement (1) 

Authorization Share with 

Authorization 

Share by 

Default 

Block. Not 

Valid Recipient 

Share by 

Default 

Has not signed 

agreement (2) 

No Choice 

Opt-Out by 

Default 

 Block. Not 

valid recipient.  

Share by 

Default 

Block. Not 

Valid Recipient 

Share by 

Default 

 

The Good 

• Simplifies Originator management of specially protected disclosures and legal exposure. 

The Bad 

• Poor liquidity, blocking of information needed for treatment/research by default, 

• Significant burden in managing authorizations (required for sharing) or inability to share if unable to 

obtain authorization (a kind of blocking caused by technology limitations) 

• Disclosure agreements do not require Recipients to read or enforce applied security labels, accordingly: 

o Recipients use and re-disclose information within and external to their organization without 

regard to its original sensitivity, 

Share with 

Authorization 
(inherent 

Blocking) 

Share with 

Authorization 
(inherent 

Blocking) 
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o Information labels and sensitivity information is not provided to or made available to Recipient 

information consumers/users. 

• Without access to standardized security label information, special protections assumed by law are 

effectively lost upon disclosure and the information is now at risk of further sharing/exposure without 

regard to its original special protections, 

• In effect, patient consent to share becomes a type of de-facto declassification, 

• The customer (owner) may erroneously assume special protections continue upon disclosure while in 

fact, having signed the authorization, the information has lost all vestiges of its original specially 

protected status. 

Use Case 2: Share with Protections (Opt-in with labels) 
Share with protections is intended to optimize sharing in the best interests of the patient and/or society. This 

requires that protections themselves are enduring, bound to the data.  

Assumptions: 

• Originators properly label disclosed information per applicable policy/law using standards-based 

vocabulary, 

• Recipients enforce the labels and handling instructions provided with the information by the Originator,  

• Recipients agree by signing explicit and binding agreement to read, persist and enforce information 

access based on individual user need to know policies within their organization (e.g. least privilege and 

segregation of duties principles), 

• Customers are generally aware of the purpose of disclosure, that it is specially protected and that 

protections are intrinsically bound to and flow with the data, 

• Customers are Opted-in by default 

• Customers may Opt-out at any time, 

• The cost-benefit of Opt-in by default is less than the cost-benefit of Opt-out by default. 
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Table 4 Share with Protections Truth-Table (To-Be, opt-in by default, label enforcement) 

Recipient Patient Choice Purpose of Use 

  Treatment Public Health Research Medical 

Emergency 

Honors Labels (1) 

(Has signed 

agreement) 

No Choice 

Opt-in by Default 

Share by Default 

(Enforce Labels) 

Share by 

Default 

Share by 

Default 

(Enforce 

Labels) 

 

Share by 

Default 

Honors Labels (2) 

(Has signed 

agreement) 

Restriction 

Request/Opt-Out 

Block with 

Restriction 

Request/Opt-Out 

Share by 

Default 

Block with 

Restriction 

Request/Opt-

Out 

Share by 

Default 

Does Not Honor 

Labels (has not 

signed 

agreement) (1) 

Authorization Share with 

Authorization 

Share by 

Default 

Block. Not 

Valid Recipient 

Share by 

Default 

Does Not Honor 

Labels (2) (e.g., 

Has not signed 

agreement) 

No Choice  Block. Not valid 

recipient. 

Share by 

Default 

Block. Not 

Valid Recipient 

Share by 

Default 

 

The Good 

• Improved data liquidity, 

• Specially protected information will continue to be properly protected upon disclosure (access by only 

persons with clearance), 

• The burden of managing Consents/Authorizations is eliminated making data liquidity, a reality, 

• With privacy enforced by granting clearances for specially protected information, greater sharing may 

be possible, eliminating need for authorization. Significant impact on treatment and research. 

• Data blocking is significantly reduced. 

The Bad 

• Security labeling is an additional burden, particularly when specially protected and normal status 

information is co-located, and require Security Labeling Service to distinguish (see Appendix C: Case 

Study – Department of Veteran Affairs) 

• Consider Glide Path mitigation discussed above on page 12: Segment content at the header level – i.e., 

send sensitive information with security labels separately from less sensitive information rather than 

trying to segment a mix of sensitive and less sensitive information within the same content package.    
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Conclusions 
Taken together, DS4P and Share with Protections provide mechanisms to apply security and privacy 

classifications to healthcare information and ensure that they flow with the data. Standard classifications allow a 

recipient to manage information access based on need to know, assigned duties and responsibilities within an 

organization, with protections commensurate to its sensitivity and patient preferences. For example, access by a 

patient’s care team may be broader than that of other care workers.  

These features provide the capability for the entire healthcare system to greatly improve information sharing 

and particularly sharing of clinical information by default (data liquidity). Share with Protections encourages 

applying security labels that travel with the data as a means of meeting ONC data liquidity and accessibility 

goals. Whenever information is shared, it retains its original classifications which are enforced by recipients.  

DS4P and Share with Protections also support policies that, by choice or law, require explicit consent (Opt-out) 

prior to and disclosure. In this case, the information is still properly labeled with its sensitivity. Ultimately, 

patient consent to share does not inadvertently “declassify” or obscure its actual sensitivity but is retained as an 

obligation to be honored and enforced by the recipient. 

What stands out from analysis is that Sharing with Protections provides benefits for Treatment and Research 

that did not previously exist. Certainly, sharing for treatment is in the best interest of patients, not only because 

it ensures the availability of all relevant health information to clinicians in order to guarantee quality of care, but 

also because specially protected information continues to retain its original sensitivity and protections 

throughout its lifecycle. Since the Recipient is in firm control of who gets the permission to access information, it 

is hard to argue that this involves information blocking in any form. Furthermore, Clinical Decision Support 

Systems (CDS) properly calibrated to recognize, for example drug-drug interactions, can alert even those without 

explicit permissions of information that could have patient safety implications. In fact, this feature of making 

available all relevant patient information cannot be viewed as anything other than in the best interests of 

patient safety. 

Furthermore, the societal benefits of eliminating barriers to research cannot be overstated. Today’s emphasis on 

precision medicine requires access to massive databases and enormous computing power. Such efforts promise 

to transform the landscape for research and should become no less endowed than information shared for public 

health reporting purposes. Elimination of the burdensome opt-in paradigm stifling much needed research 

projects is a pre-requisite to developing new technologies benefitting all humanity. 
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Appendix A: Share with Protection Requirements (Treatment/Research) 
SLS= Security Labeling Service 

ACS=Access Control Service 

EHR=Electronic Health Record 

QHIN=Qualified Health Information Network 

No. Requirement Comments Responsible Service 

 Originators 

1 Originators shall obtain patient 

consents for disclosure and required 

by applicable law. 

 Consent Management 

Service 

2 Upon verification of Recipients 

authorizations and applicable 

disclosure policy, Originators shall 

prepare disclosures IAW relevant 

HL7® messaging and labeling 

standards. 

 EHR 

3 Originators shall assign and apply 

HL7® security labels indicating 

information classification, including 

relevant handling instructions, to all 

health information disclosures 

conceptually at the header, portion 

and entry levels.  

 

Although labeling is required, 

until universally adopted, 

healthcare information needed 

for direct patient care may still 

be received without security 

labels.  In this case recipients 

should consider the following 

options/alternatives: 

•  Notify sender and 
request corrected re-
transmittal, 

• Contact patient/patient 
representative and 
obtain written 
authorization, 

• Limit access to only 
those staff holding 
“Restricted” clearances,  

• Allow access as needed 
during emergencies 

• Until/unless information 
classification is 
confirmed or 
authorization is received 
and except for declared 

SLS 
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No. Requirement Comments Responsible Service 

emergencies, avoid 
further redisclosure. 

 

 

 

 For CDA, senders shall apply HL7® 

security labels, including any handling 

instructions, to health information 

disclosures at the Wrapper/Envelope 

and Content Header (Document), 

Section and Entry level.  

For v2, senders shall apply the ARV 

Segment HL7® security labels, 

including any handling instructions, to 

health information disclosures at the 

Wrapper, Message Header, and 

applied by reference to Segments and 

Fields within the Message. 

 

For FHIR, senders shall apply HL7® 

security labels, including any handling 

instructions, to health information 

disclosures at the Bundle or 

Composition level as well as on a 

Resource. 

 SLS 

4 Originator applied security labels shall 

use HL7® standard terminology. 

 SLS 

5 Originators who are also federal 

agencies shall apply labels for 

Controlled Unclassified Information 

as required by regulation. 

 SLS 

 Senders shall honor requests from 

unambiguously identified recipient 

organizations. 

Trust ultimately resides in the 

recipient organization and its 

ability to control access to 

protected information by any 

user (human or system)  based 

ACS 



17 February 2020 

19 
 

No. Requirement Comments Responsible Service 

Senders shall record organizational 

name for all requests and optionally 

requestors identity, if available. 

 

on internal “need to know” 

policies.  Organizations should: 

• Establish policies for 

controlled access to 

healthcare information 

by users and systems, 

• Enable Audit to record 

access attempts by users 

and systems, 

 

 Healthcare record security labels shall 

be automatically updated whenever 

changes occur. 

The situation occurs, for 

example, if information 

originally “Normal” later 

becomes “Restricted” but data 

labels are not updated.  Options 

include: 

• Automated EHR internal 
updates whenever 
record is updated 
reflecting diagnosis of a 
protected condition (the 
label service is 
intrinsically bound to 
the update process). 

• Manual update to the 
security label by persons 
making restricted data 
entry. 

• Automated update and 
processing by a 
“Security Labeling 
Service” triggered by 
update notification.  The 
service may be internal 
or external to the record 
system (Updates 
triggered by diagnosis or 
presence of protected 
codes). 

• Runtime updates in 
response to a query are 

SLS 
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No. Requirement Comments Responsible Service 

possible but not 
recommended. 

 

Recipients  

 Recipients shall honor and enforce 

received security labels.    

 

Sender trust that Recipient 

properly handles information 

may involve formal agreements. 

ACS 

 Recipients shall enforce the most 

restrictive of either the sender’s 

security labels or local policy.  

Corollary:  Recipients shall not 

downgrade received information 

security labels to a lower local 

classification. 

Provides that information is 

handled with the most 

restrictive policy.   

ACS 

6 Share with Protections (SwP) receive--

This criterion requires a recipient to 

retain and persist security labels and 

obligations on protected healthcare 

information received at the 

document, section and entry-level.  

 

 ACS 

7 Recipients shall provision users with 

permissions (clearances, roles, etc.) 

that equal or exceed the content 

classification IAW local policies. 

Corollary 

Recipients shall limit access to 

protected health information to only 

those individuals having sufficient 

authority, valid need to know and 

appropriate clearance/role. 

The DS4P standard contains a 

human-readable text block that 

will render in the recipient’s 

system—informing the human 

healthcare user that they are 

viewing sensitive health 

information, and thus allowing 

them to take appropriate 

actions such as care in discussing 

protection information with 

others 

ACS 

8 Recipient Clinical Decision Support 

(CDS) systems should support the 

capability to alert users (regardless of 

their assigned permissions) of the 

presence of potentially patient 

 CDS 
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No. Requirement Comments Responsible Service 

endangering safety concerns (e.g. 

drug-drug interactions). 

9 Recipients shall provide a “Break 

Glass” feature that allows users to 

over-ride normal access control rules 

in the event of an individual, local or 

nationally declared emergency. 

 ACS 

10 Recipients shall provision users with 

access permissions (clearances, roles, 

etc.) that equal or exceed the content 

classification IAW local policies. 

 ACS 

11 Recipients of labeled data are 

obligated to honor and enforce 

received labels and to persist these 

labels and associated handling 

instructions upon redisclosure unless 

bound by more stringent privacy 

laws. In this case, the Recipient may 

upgrade the security label privacy 

tags. 

Ensures that redisclosure 

protections are maintained and 

not down-graded. 

ACS, Labeled Data (In), EHR 

12 The recipient shall be able to enforce 

HL7® standard content handling 

instructions such as: "Do not further 

redisclose without patient consent". 

 ACS 

 Recipient users accessing protected 

information shall possess clearances 

that equal or exceed classifications of 

the content.  

 

Additionally, the DS4P standard 

contains a human-readable text 

block that will render in the 

recipient’s system—putting the 

human healthcare user on notice 

that they are viewing sensitive 

health information, allowing 

them to take appropriate actions 

in their system manually. 

ACS 

13 Recipients shall store information 

containing CUI classifications only in 

media properly marked IAW NARA 

guidelines. 

Ensures local recognition and 

consistent handling of CUI per 

authoritative national policy. 

All media of any form 
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No. Requirement Comments Responsible Service 

14 Recipients shall not de-classify 

information containing security labels 

except as expressly permitted by the 

Originator or as required by more 

stringent privacy laws to which the 

Recipient must comply. 

EHR, Labeled Data (In) EHR 

 Unlabeled incoming records shall be 

labeled prior to accepting into the 

recipient’s system or records. 

 SLS 

 Recipient’s shall honor and persist 

the security label of either the sender 

or receiver whichever is more 

restrictive. 

 

If the recipient’s security label 

policy for a data item is less 

restrictive than that of the 

sender, then the sender’s label 

applies.  

If the recipient’s policy for a data 

item is more restrictive than 

that of the sender, then the 

recipient’s security label policy 

applies. 

SLS 

 The receiving system CDS should 

support the capability to alert users 

(whether they have sufficient 

clearances or not) of the presence of 

patient safety concerns (e.g. drug-

drug interactions). 

 CDS 

QHIN  

15 Records received by QHIN may be 

stored in QHIN or Participant DB 

 QHIN, EHR, Labeled Data 

(In) 
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Appendix B: Case Study - Department of Veteran Affairs 
The Department of Veterans Affairs is the largest healthcare provider in the United States with over 9 million 

Veterans enrolled in the VA health care program.  

Title 38 USC 7332, enacted October 21, 1976, established the policy that disclosure of certain specially protected 

information (Sickle Cell, HIV, Drug and Alcohol abuse) required the signed consent (authorization) of the 

Veteran. Since, VA did not have the technical means to distinguish patients having protected conditions from 

those that did not. Accordingly, it was necessary to obtain authorizations from all patients whose information 

was shared outside of VHA regardless of whether they were covered by the law or not. In practice, this proved 

difficult, and in the years since the law was enacted, VHA was only able to obtain around 350,000 concurrent 

authorizations.  

On June 6, 2018, President Trump signed the Mission Act into law. There were additional important changes 

made in June 6, 2019. One provision of the Act eliminated the existing 38 USC 7332 requirement to obtain a 

Veteran’s authorizations prior to sharing for treatment. With the change, Veteran information could be shared 

by default but significantly, Veterans retained the option to choose not to share. Furthermore, Congress did not 

totally eliminate this law, which still retains the provision that covered conditions are “Confidential”, meaning 

that these conditions are identified as being of greater sensitivity as distinguished from others.  

HL7® develops standards-based Confidentiality Codes for interoperability. In general, information protected 

under HIPAA alone would be classified using HL7® Confidentiality Code “Normal”. Similarly, information 

identified under 38 USC 7332 would inherit Normal as well as a higher classification indicative of its special 

recognition under 38 USC 7332. Accordingly, within HL7® ’s classification system, information disclosed under 

the revised 38 USC 7332 should classified as “Restricted”. 

At this time, VHA may share 38 USC 7332 protected information without requiring a Veteran’s explicit 

authorization, however, Veterans retain the right to Opt-out. 38 USC 7332 classifies covered information in a 

way that segments it from other healthcare information. For interoperability purposes, the HL7® standard 

Confidentiality Code of “Restricted” applies. 
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Appendix D: The Meaning of “Consent” 
 
The Health Insurance Portability and Accountability Act of 1996 was put in place to help ensure the 
privacy and ease of access of your medical records. A HIPAA authorization form is a document that 
allows an appointed person or party to share specific health information with another person or group. 
 

“What are the restrictions on how my information is shared and who it is shared with? 

 
Information in a HIPAA authorization form is called “protected information.” Protected information includes 
your name, address, phone number, Social Security Number, as well as the specific health information 
described in the document.  
 
It’s important to note that HIPAA uses goes a standard of “minimum necessary.” This means that your 
doctor or healthcare provider can only provide information that is needed to accomplish the intended 
purpose.  
 
In other words, HIPAA is a safeguard on how many people can view your personal information. However, 
bear in mind that multiple people in a hospital may have access to your information to properly carry out 
your medical processes if you are incapacitated.” 

https://www.rocketlawyer.com/article/when-to-use-a-hippa-authorization-form.rl 
 

ISSUE 1: In today’s world, if information identified in a HIPAA authorization is “protected 

information”, then how is it protected upon disclosure?  
The answer appears to be that sensitive information is protected only so long as the patient does not provide an 
authorization or opt-in to sharing. An authorization allows information to be shared but the original sensitivity is 
not shared with the disclosure. There is also no attached information clarifying who authorized users might be 
that get to see the information once it has been released. The effect is that the information is “de-classified” to 
the level of general health information. 
 

ISSUE 2: A patient authorization is not provided with or referred to as an attribute of disclosure.  
This means that the recipient does not know that this information was formerly “protected” information and is 
under no obligation to protect it as such. Handling instructions such as “Do Not Further Disclose without Patient 
Consent” may provide a hint that information was previously “protected” but provides no explicit protections on 
use and disclosure by the recipient. The use and re-disclosure of this information is at the discretion of the 
recipient who is bound to treat it with no more significance that any other type of healthcare information. This 
means that there is no inherent mechanism to control disclosure of what was originally very sensitive 
information within the receiving organization with any degree of assurance.  
 

ISSUE 3: Originator lacks assurance that Recipient will continue to properly control “sensitive” 

information. 
The DURSA establishes the responsibilities of the information sender and receiver. Under the DURSA, the sender 
is responsible for determining whether to share and then if allowed, delivering information to the recipient. 
Once delivered the originator relinquishes control and information protection transfers to the recipient.  
 
Response to ISSUE 3: This approach assumes much. The patient authorization does not change the inherent 
sensitivity of the information established by law. That is, the patient’s agreement to share the information does 

https://www.rocketlawyer.com/article/when-to-use-a-hippa-authorization-form.rl
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not change its fundamental nature of its “sensitivity” or act as a kind of “de-classification”. Nevertheless, 
without some sensitivity indicator, the recipient has no knowledge of its sensitivity and hence no obligation to 
treat it any different from less sensitive information. While the patient may believe that the recipient will 
protect this information as “sensitive”, this belief is not supported by law or the DURSA. Furthermore, once 
added to the recipient’s own EHR, the prohibition against further disclosure is likely lost, if the recipient was able 
to even read and act on it in the first place. Remember, once the recipient is in control of the information, the 
sender relinquishes theirs. 
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Appendix E.  HL7® Security Domain Concept and Terms 
It is often necessary to establish trust between partners in the exchange of protected health information.  The 

exchange may involve a request from one party to another or a direct push.  The parties may be healthcare 

organizations conducting business as well as patients directing exchanges among or requesting information from 

healthcare organizations.   

This Appendix defines terms and concepts foundational to developing trust between parties in such exchanges.  

It draws upon international standards and Health Level 7’s (HL7®) privacy and security standards for 

interoperability.  These include standards for messaging, information classification, and terminology, as well as 

access control methods and services. 

Definitions14 

Security Domain.   A set of subjects, their information objects, and a common security policy (NIST Special 

Publication 800-33).   

Security Policy Domains. A security policy domain is a set of objects to which a security policy applies for a set of 

security related activities and is administered by a security authority. 

(Note that this is often just called a security domain and are here treated 

as equivalent.) The objects are the domain members. The policy 

represents the rules and criteria that constrain activities of the objects 

to make the domain secure. (OMG Security Services Specification (OMG 

SEC)) 

Security Authority: A security authority must be identifiable and responsible 

for defining the policies to be applied to the domain, but may delegate that 

responsibility to a number of sub-authorities, forming subdomains where the 

subordinate authorities’ policies are applied. Subdomains may reflect 

organizational subdivisions or the division of responsibility for different aspects 

of security. Typically, organization-related domains will form the higher-level 

superstructure, with the separation of different aspects of security forming a 

lower-level structure. (OMG SEC) 

Domain Characterization.  A domain is characterized by a domain 

identifier, domain name, domain authority, and domain qualifier (ISO/TS 

22600-2:2006).  

Subdomain:  A domain might consist of sub-domains (which will inherit 

and might specialize policies from the parent domain). The smallest-

scale domain might be an individual workplace or a specific component 

within an information system. (ISO 22600-2) 

Superdomain:  Domains can be extended into super-domains, by 

chaining a set of distinct domains and forming a common larger-scale 

domain for communication and co-operation. (ISO 22600-2) 

 
14 See HL7 Security and Privacy Domain Model Version 1.0, January 18, 2018 

Domain Attributes 

• Within a security domain, all 

information objects exist at the 

same level of sensitivity (Note: 

this is synonymous with the 

“confidentiality classification” 

found in HL7 HCS.)  

• Members of a domain may 

have different security attributes, 

such as read, write, or execute 

permissions on information 

objects.  

• Security domains are not 

bound by systems or networks of 

systems.  

• A security domain’s objects 

may reside in multiple systems. 
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Security Policy: A security policy is the complex of legal, ethical, social, organizational, psychological, 

functional, and technical rules for ensuring trustworthiness of health information systems. (ISO 22600-2) 

Multidomain Information Object (Compound Domain):  A collection of objects from different security domains 

perceived by users as a single information object.   In compound security domains, additional policies are 

written that apply to the newly created multidomain information objects. The multidomain information security 

policy states the privileges that a user must have to view, print, create, delete, or transfer multidomain 

information objects between information systems. It cannot be assumed that the compound domain policies are 

simply inherited from the subdomains. [ASTM E2595] 

 

Policy Bridging:  The process used to derive (negotiate) the set of common, domain-specific security and privacy 

policies required for trustworthy co-operation between collaborating domains. (Derived from ISO 22600-1) 

Management Structures: A management structure defines the configuration of roles and relationships in 

organizational units in terms of the required instances of the roles. For example, it would be used to define a 

management structure (type) for creating branches in a bank or departments in a university. Management 

structures can include any nested composite-policy. 
 

Relationships:  Relationships specify policies pertaining to the relationship rather than the individual 

participating roles.  
 

Role:  A role groups the policies specifying the duties and rights relating to a position within an organization.  A 

role is thus a particular type of group in which all policies have the same subject domain. A role can contain basic 

policies and groups of basic policies but not nested roles, relationships or management structures.  The role 

instantiation declaration may specify an optional path name, which is to be used as the subject domain for the 

role. This assumes the subject domain has already been created in the domain hierarchy. If the subject domain is 

not specified then a domain with the name of the role instance is implicitly created and used as the subject 

domain i.e. the subject for policies within the role. 

 

Sensitivity:  The characteristic of an IT resource which implies its value or importance and may include its 

vulnerability. (ISO 7492-2) 

 Privacy metadata for information perceived as undesirable to share. (HL7® Healthcare Classification System)  
 

• Sensitive information is data that must be protected from unauthorized access and disclosure to 

safeguard the privacy or security of an individual or organization.   

• Classification is the act or process by which information is determined to be sensitive or non-sensitive. 

• The appropriate classification level is determined by the disclosure risks of the information, which 

usually are identified by the magnitude, amount or kind of damage that could be caused by disclosure. 

 

Federated Domain Model 

The federated domain model describes the components of negotiated trust between two or more individual 

domains that provide a basis for assuring secure interchange of protected health information. Exchange occurs 
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under the control of shared security and privacy policies managed by a common Federation Authority. The 

shared intersection of data, users and policy defines the elements of the Federated Domain.   

 

Policy Bridging 

Figure 2, illustrates the result of a system where policy bridging has derived (negotiated) the set of common, 

domain-specific security and privacy policies required for trustworthy co-operation between collaborating 

domains (Federated Domain Composite Policy). (Derived from ISO 22600-1) 

Domain Authorities agree to which users and what data are to make up the shared Federated Domain, and the 

rules governing information sharing.  A Trust Contract (aka Federation Agreement) provides confidence that the 

mutual agreements will be honored. In a federation, each domain retains most of its authority while agreeing to 

afford the other limited rights. 

• Sensitivity15 Singularity.   Under domain rules, a domain may only contain single data sensitivity, 

however, to achieve real-world conditions, the full description of all desired interactions among 

cooperating partners involves chaining together of multiple individual federated subdomains 

representing all included sensitivities.  The resulting extended domain forms a federated multidomain of 

communication and cooperation that is characterized by an agreed upon overall composite security and 

privacy policy.  

• Federation agreement.  The federation agreement records:  
o Rights given to both sides, such as the kind of access allowed, 
o Trust each has in the other, 
o An agreement as to how policy differences are handled, for example, the mapping of roles in one 
domain to roles in another. 

 

 
15 For the purposes of this paper, “sensitivity” refers to the confidentiality classification of the data as defined in HL7 HCS: “Security label metadata classifying an  IT resource 
(clinical fact, data, information object, service, or system capability) according to its level of sensitivity, which is based on an analysis of applicable privacy policies and the risk of 
financial, reputational, or other harm to an individual or entity that could result if made available or disclosed to unauthorized individuals, entities, or processes… Confidentiality 
classifications are hierarchical levels in a multilevel policy that permits a user with a clearance classification equal to the classification label assigned to an information resource 
to “read down”, i.e., to read less classified information objects, and to “write up”, i.e., create information resources that are more highly classified, but does not permit the user 
to reclassify an information resource to a lower level of confidentiality.” 
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Within the Federated Domain, sharing rules are specific to information sensitivity.  Consequently, a complete 

description of sharing for all allowed sensitivities is provided by the aggregation of independent domains each at 

its own sensitivity level.  For example, compound information objects such as a subject of care Medical History 

shared between two different organizations (Domains) might include Medications, Diagnosis, Allergies, and 

Immunizations.  This information object inherits the top-level classifications of the most restrictive classifications 

of any of the instances of any of its included subordinate information objects. 

Real world information objects may include multiple sensitivities which from the user’s point of view, are 

perceived as layers within a compound domain.  Each layer represents a unique intersection of users, data and 

Federated Domain Sensitivity characterized by a unique domain sensitivity value.  Combined together these 

layers define all possibilities within the Compound Domain.  The Compound Federated Domain is the resulting 

collection of all included subordinate information objects, users and merged policy 

 

 

 


