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and Transborder Flows of Personal
Data,” which is one of the most in-
fluential sets of privacy principles
governing information privacy.1

The guidelines identify seven main
requirements:

• Openness. Policies and practices
should be transparent.

• Individual participation. Individuals
have the right to choose whether to
provide personal information in the
context of the full set of principles.

• Collection limitation. Collectors
must gather no more data than
necessary for defined purposes.

• Purpose specification. Collectors must
explain the purposes for which
they collect data.

• Use limitation. Collectors must use
the data only for the purposes
specified.

• Data quality. Collectors must main-
tain accurate information.

• Security safeguards. Collectors must
take measures to protect informa-
tion to ensure confidentiality,
availability, and integrity.

• Accountability. Collectors must im-
plement auditable systems and
provide effective oversight.

Scores of international and national
laws, regulations, and practice state-

ments amplify these core principles,
which collectively represent what
IT systems and business processes
must manage.

Note that information security is a
distinct component of the OECD
principles; in fact, most major inter-
national privacy laws—including
Canada’s Personal Information Pro-
tection and Electronic Documents
Act (PIPEDA) and the US Health In-
formation Portability and Account-
ability Act (HIPAA)—specifically
include security. Also note that these
principles show no inherent priority
or weighting against one another. Es-
sentially, business processes, IT sys-
tems, and compliance controls must
support the full set of requirements
embodied in these principles and ex-
pressed in relevant laws and policies.
Implementation choices, including
automation level and security control
selection, become business and busi-
ness-risk decisions.

To institute such principles, busi-
nesses should understand the critical
need for policy-driven security and
privacy compliance in developing
the right business processes and
overall technical architecture.

Fundamentals
A good starting point for understand-

ing the scope of IT support required
to instantiate such principles is the so-
called EU Data Directive,2 which
states that “Member States shall pro-
tect the fundamental rights and free-
doms of natural persons, and in
particular their right to privacy with
respect to the processing of personal
data.” The directive defines personal
data as “any information relating to an
identified or identifiable natural per-
son […] who can be identified, di-
rectly or indirectly, in particular by
reference to an identification number
or to one or more factors specific to
his […] identity.” It defines the pro-
cessing of personal data as

“any operation or set of opera-
tions performed upon personal
data, whether or not by auto-
matic means, such as collec-
tion, recording, organization,
storage, adaptation or alter-
ation, retrieval, consultation,
use, disclosure by transmission,
dissemination or otherwise
making available, alignment or
combination, blocking, era-
sure or destruction.”

This comprehensive list, which im-
pacts essentially all IT functionality,
is reflected in almost all legislation.

Compounding the challenge of
managing privacy in complex IT ap-
plications and systems is the inex-
orable increase in data flows across
jurisdictional boundaries, driven by
the global economy but governed by
different laws, policies, cultural dis-
tinctions, and compliance rules. In a
global IT environment, managing
cross-jurisdictional privacy require-
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nformation privacy is much broader than data security.

It’s about the collection, processing, use, and protection

of personal information. In 1980, the European Office of

Economic Cooperation and Development (OECD) de-

veloped the “OECD Guidelines on the Protection of Privacy 
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ments mandates the use of config-
urable systems that can efficiently ex-
ecute common processing routines
while accommodating exceptions.
This means that standards are needed
to guide the development of interop-
erable and compliant systems.

Unfortunately, the public dia-
logue about information privacy
often focuses on narrow controver-
sies—issues such as data breach, lost
backup tapes, maintenance of IP ad-
dresses for national security investi-
gations, and mobile phone cameras.
Although genuine, such controver-
sies reinforce an imprecise and nar-
row view of the issues. This
imprecision contributes to confu-
sion in the IT profession about how
to design and build technical pri-
vacy-management solutions and can
mask the need for comprehensive
privacy-management tools, includ-
ing standards development.

Nevertheless, international stan-
dards are badly needed, and they
must be based on a thorough under-

standing of information privacy as
well as information security and IT
systems, networks, and applications.
To support business and government
systems that operate across jurisdic-
tions with different rules, such stan-
dards must address all sets or subsets of
information privacy requirements.

Privacy framework
To address these challenges, the Inter-
national Security Trust Privacy Al-
liance (ISTPA; www.istpa.org)
developed a privacy framework that is
intended to support the functional
implementation of any set of infor-
mation privacy management require-
ments, irrespective of source,
jurisdiction, or combination. The
framework was written and refined
after extensive review of international
privacy laws and regulations, includ-
ing meetings with data-protection
commissioners and staff from several
European counties, US government
officials, and subject matter experts
within and external to ISTPA.

Version 1.1 of the ISTPA frame-
work, released in 2002, mapped rep-
resentative privacy practices based
on OECD and other principles to a
set of seven services (audit, certifica-
tion, control, enforcement, interac-
tion, negotiation, and validation)
and three capabilities (access, agent,
and usage—virtual services that de-
rive functionality by calling other
services), described in Table 1. To-
gether, the services and capabilities
provide a functional foundation for
managing privacy requirements in
IT systems.

We note that ISTPA consciously
avoided including security as a frame-
work service, given that information
security is a much more mature disci-
pline, supported by numerous well-
accepted standards, practices, and
implementation frameworks in
global use. ISTPA recognized secu-
rity controls as a critical component
of privacy but distinct from frame-
work services. The framework also
assumed that it would operate within
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SERVICE / CAPABILITY DESCRIPTION

Audit service Records and maintains service events to capture the data necessary to ensure compliance with the terms and

policies of agreements and applicable regulations.

Certification service Manages and validates the credentials of any party or process involved in processing a transaction involving 

personal information (PI).

Control service “Repository gatekeeper” and policy engine ensures that access to PI stored by data-collection entities complies

with the terms and policies of agreements and applicable regulations.

Enforcement service Provides redress when a data-collection entity fails to conform with the terms and policies of agreements and

applicable regulations.

Interaction service Presents proposed agreements from a given data-collection entity to a data subject; receives the subject’s 

PI, preferences, and actions; confirms the actions; and manages data movement into and out of the privacy

framework. To the extent the data subject is represented by an agent, this service comprises the interface to it.

Negotiation service Arbitrates proposals between data-collection entities and data subjects. Successful negotiation among humans, 

agents, or any combination generates an agreement.

Validation service Checks for PI accuracy at any point in its life cycle.

Access capability Allows data subjects to access individual PI held by data-collection entities, and to correct or update it as 

necessary.

Agent capability Acts on behalf of a data subject or a requestor to engage with one or more of the other services defined in 

this framework. “Agent” can also refer to a human data subject in a manual process.

Usage capability “Processing monitor” ensures that active use of PI complies with the terms and policies of agreements and

applicable regulations, including transfer, derivation, aggregation, pseudoanonymization, linking, and 

data inference.

Table 1. Services and capabilities in the International Security Trust Privacy Alliance
privacy framework.
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a clear policy context, in which busi-
ness owners have already defined is-
sues such as limitations on data
collection and use.

Bridging the security
and privacy gap
In 2003 and 2004, ISTPA worked
closely with the International Sys-
tems Security Engineering Associa-
tion (ISSEA; www.issea.org) to
formally submit the framework to the
International Organization for Stan-
dardization (ISO) as a publicly avail-
able specification (PAS) under the
ISO “fast track” process. In response
to resolutions adopted by interna-
tional data protection commissioners
in late 2004, including a request for
additional work on the framework,
ISTPA and ISSEA withdrew the sub-
mission from consideration to further
refine and develop the framework
and companion documents. Several
projects are now under way within
the organizations to make important
revisions and build tools to make its
use more practicable.

An important component of this
additional development is to clarify
security’s relationship to the frame-
work’s privacy services and capabili-
ties. Although version 1.1 treated
information security policies and
controls as essential for privacy and
foundational for the services and ca-
pabilities, security per se was outside
the original document’s scope. Ad-
ditional work was obviously neces-
sary to map security standards to the
privacy framework.

The Systems Security Engineer-
ing Capability Maturity Model
(SSE-CMM) provides a useful
mechanism for such mappings.3 It

helps systems engineers develop a
clear understanding of system con-
text and boundaries—the people,
processes, and technologies that are

integral to the IT solution. Devel-
oped in the mid ’90s by representa-
tives from more than 60 companies
as well as the Canadian and US gov-
ernments, the SSE-CMM is de-
signed to take a systems engineering
view of security and to define levels
of maturity based on the Systems
Engineering Maturity Model.

The organizations involved in de-
veloping the SSE-CMM formed
ISSEA in 1999 to continue the SSE-
CMM’s evolution and support its
adoption as an international stan-
dard—a goal achieved with the
publication of ISO/IEC 21827. Gov-
ernment and industry players around
the world are now using it to raise the
bar in IT systems security, but new
challenges such as increased technical
complexity and networked interde-
pendencies have since led ISSEA to
address system security issues in the
context of global privacy compliance.

The architecture that supports 
information-age businesses and gov-
ernments will need to embody sys-
tems solutions that address the
myriad security and privacy issues
that still exist in isolated silos. Admit-
tedly, technical issues might be less
challenging than bridging the com-
munications gap between the secu-
rity and privacy communities, but
ISSEA and ISTPA are taking a signif-
icant step by enabling the communi-
ties to communicate. Moreover, the
ISTPA privacy framework, SSE-
CMM, and related ISO security
standards appear to offer a workable
approach to this problem.

As a conceptual model for ana-
lyzing privacy practices, the ISTPA
framework provides a structure for
mapping security services (confi-
dentiality, identity management,
authentication, access control, and
so on) against individual privacy
services and capabilities and, of
equal importance, for illustrating
security’s relationship to privacy
over the life cycle of personal infor-
mation. SSE practices are particu-
larly valuable in this respect. They
capture and organize several engi-
neering, risk management, and as-
surance processes intended to
support a system’s entire life cycle.
The model and its appraisal
methodology were designed to be
technology- and architecture-neu-
tral, thus providing considerable
flexibility in applying them.

When used to support an enter-
prise architecture’s life cycle, the
SSE-CMM also provides assurance
that the resulting architecture and
business processes have addressed all
relevant security issues. Ideally, we
can identify the security services in-
herent in the enterprise as applicable
to those required to support the ser-
vices and capabilities defined in the
ISTPA privacy framework. There
should also be a means to align secu-
rity and privacy testing to minimize
duplication of assurance efforts
while achieving both security and
privacy objectives.

For example, Article 12 in the
EU Data Directive provides a “right
of access,” guaranteeing 

“every data subject the right
to obtain … confirmation as
to whether or not data relating
to him are being processed
and information at least as to
the purposes of the process-
ing, the categories of data
concerned, and the recipients
or categories of recipients to
whom the data are disclosed,
communication to him in an
intelligible form of the data
undergoing processing and of
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The model and its appraisal methodology were

designed to be technology- and architecture-

neutral, thus providing considerable flexibility

in applying them.
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any available information as to
their source.”

Most major privacy laws and reg-
ulations incorporate this “individual
access” right; it’s obvious to informa-
tion security specialists that “access”
requires identity management, au-
thentication, access control, availabil-
ity, and data-integrity policies and
controls. Similarly, other privacy reg-
ulations require information security
controls—sometimes explicitly ad-
dressing them (HIPAA dictates spe-
cific privacy and security rules, for
example), but often leaving the need
for them implicit. The “Privacy and
Security Conceptual Architecture”
developed to support the Canada
Health Infoway electronic health
records is a good example of how in-
tegrated teams of security and privacy
stakeholders are addressing security
and privacy as part of an architecture
to support common national business
objectives—in this instance, manag-
ing electronic health records.

The international security stan-
dards community has recognized the
need to expand the concept of for-
malizing product evaluations to in-
clude the assessment of operational
systems. The ISSEA privacy working
group is, in turn, leveraging the work
of various security standards working
groups to provide a systems engi-
neering perspective in integrating se-
curity and privacy requirements.
The ISSEA privacy working group’s
initial focus is to develop a draft doc-
ument to provide guidance to help
systems engineers better understand
the overlap and convergence of secu-
rity and privacy issues.

The Common Criteria (ISO/
IEC 15408)4 is about more than prod-
uct evaluations. It’s an international
program with a supporting infrastruc-
ture that consists of mutual-recogni-
tion agreements, testing standards,
and certification and accreditation
programs for labs and individuals to
perform the tests. Version 3 of the
CC, released in late 2005, includes
several revisions intended to incorpo-

rate lessons learned to date and en-
courage even wider use.

To group security requirements,
the CC defines a hierarchy of com-
ponents, families, and classes. The
two classes in version 3 that specifi-
cally address privacy-related issues are
“FDP–Data Protection and Privacy”
and “FIA–Identification, Authenti-
cation, and Binding.” The previous
privacy class “FPR–Privacy” has, for
the most part, been integrated into
FDP. ISO/IEC specification TR
19791 (“Information Technology:
Security Techniques—Assessment of
Operational Systems”) extends the
CC approach and language to in-
clude system-level assessments and as-
sessments of operational systems.5

These extensions to the CC have in-
creased the potential for and general
interest in performing system-level
assessments, including those for pri-
vacy-related capabilities, functions,
and business processes.

Privacy impact assessments
(PIAs), although not governed by
international standards, help organi-
zations ensure that they’re comply-
ing with laws, regulations, and
organizational policies. Greater con-
sistency in the PIA process is vital for
determining how security mecha-
nisms help manage privacy risk, par-
ticularly as we see more networked
and interoperable systems.

C oupling the work reflected in
the ISTPA privacy framework

with existing standards, such as the
SSE-CMM, CC, and the Code of
Practice for Information Security
Management (ISO/IEC 17799),6

we can envision the development
of detailed technical standards that
will enable the integration of pri-
vacy and security policies in busi-
ness systems and their deployment
to enforcement points in the enter-
prise. The ISTPA and ISSEA
working groups are now undertak-
ing a set of initiatives to help ad-
vance both the privacy framework
and the guidance document for

system engineers based on interna-
tional standards. 
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